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Iowa Office of Chief Information Officer 
Contracts Declaration & Execution ("CD&E") 

Title of Contract: State of Iowa and Computer Aid, Inc., 

Information Technology Managed Services and Staff 

Augmentation Master Services Agreement ("Master 
Agreement") pursuant to, incorporating, and amending the 

National Joint Powers Alliance ("NJPA") Contract #: 
020818-CAI ("NJP A Contract"), available at 
https://www.njpacoop.org/cooperative-purchasing/contracts­

general/technology-security-communication­

solutions/020817-cai/. 

Contract Number: 2018 

BUS 0521 

State Agency's Name: Iowa Office of Chief Information Officer ("OCIO") 

Vendor's Name: Computer Aid, Inc. ("Vendor") 

Contract to Begin/Effective 
Date: July I , 2018 

Date of Expiration: 
June30,20 l9 

Annual Extensions: Up to 

Nine (9) Annual One Year 

Renewals or co-terminus with 

the term of the NJPA Contract, 

whichever is shorter 

Documents Incorporated/Order of Precedence. This Master Agreement, the NJPA Contract 

(including but not limited to Vendor's Proposal thereto), and any and all attachments to this Master 

Agreement, which are incorporated by reference as if fully set forth herein, together comprise the 

terms and conditions governing the relationship between the Parties (all collectively referred to 

herein as the "Agreement"). In the case of any conflict or inconsistency between the specific 

provisions of this Master Agreement, the NJPA Contract ( including but not limited to Vendor's 

Proposal thereto), and any attachments to this Master Agreement, such conflict or inconsistency 

shall be reso lved in the fo llowing order: 

I. First by giving preference to any Special Terms and Conditions/Ancillary Agreements 

addressing compliance concerns of individual Governmental Entities making purchases 

hereunder; 

2. Second by giving preference to the specific provisions of this Master Agreement; 

3. Third by giving preference to the specific provisions of any Purchasing Instruments 
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(Purchase Order(s)/Statement(s) of Work/Requisitions) executed hereunder; 

4. Fourth by giving preference to any other Special Tern1s and Conditions attached hereto; 

5. Fifth by giving preference to the specific provisions of the NJP A Contract (including but not 
limited to Vendor's Proposal in response thereto). 

Notes: 

• This Agreement does not guarantee any mmtmum level of purchases, usage, or 

compensation; 

• This Agreement is available to any Governmental Entity, including State Agencies and 
political subdivisions, in the State of Iowa; 

• Absent a separate, lawful procurement basis justifying the purchase, only the Deliverables 
available under the NJPA Contract are available under this Agreement; 

• Pursuant to Section 12. I, Governmental Entities making purchases hereunder may require 
Vendor, Vendor Contractors, or Vendor Personnel to execute ancillary agreements to address 
compliance, legal, confidentiality, and privacy concerns that may be unique to an applicable 
Governmental Entity, such as a Business Associate Agreement ("BAA") or Criminal Justice 
Information System ("CJIS") Security Addendum, or other non-disclosure or confidentiality 
agreement(s) deemed necessary by the applicable Governmental Entity. 

• Participating Agencies, as defined by Iowa Code section 88, making purchases hereunder are 
required to operationalize the Co-Employment/Misclassification Risk Management/Guidance 
as a condition of making purchases under this Agreement. State of Enterprise Information 
Technology Co-Employment/Misclassification Risk Management/Guidance is available upon 
request. 

IN WITNESS WHEREOF, in consideration of the mutual covenants set forth in this Agreement 

and for other good and valuable consideration, the receipt, adequacy, and legal sufficiency of 
which are hereby acknowledged, the Parties have entered into this Agreement and have caused 
their duly authorized representatives to execute this Agreement. 

Vendor: Computer Aid, Inc. 

By (Authorized Signature) Date Signed 

Cxtct1riY-t-
Address 
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State of Iowa, acting by and through the Office of the Chief Information Officer 

By (Authorized Signature) 

Printed Name and Title of Person Signing 
Robert von Wolffradt, Chieflnformation Officer 

Address 
Iowa Office of the Chief Information Officer 
Hoover Bldg. - Level B 
1305 E Walnut St. 
Des Moines, IA 50319 

Date Signed 
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State of Iowa and Computer Aid, Inc., Information Technology Managed Services 
and Staff Augmentation Master Services Agreement 

This Agreement for Information Technology ("IT") Managed Services and Staff Augmentation, 
is made and is effective as of the date identified on the Contract Declarations and Executions Page 
("Effective Date"), by and between the State of Iowa, acting by and through the Office of the Chief 
Informat ion Officer ("OCIO"), and Computer Aid, Inc., a corporation organized under the laws of 
Pennsylvania ("Vendor"). The parties may be refen-ed to herein individually as a "Party" or col lectively 
as the "Parties"; provided, however, that where the context clearly requires, the tenn "Party" or 
"Parties" may refer to or include the Governmental Entity making the individual purchase(s) hereunder. 
The Parties agree to the following: 

I. Overview. 

I.I. 

1.2. 

l.3. 

Purpose. Th is Agreement establishes terms and conditions pursuant to which 
Governmental Entities in the State of Iowa may procure LT. Managed Services and Staff 
Augmentation Deliverables available from Vendor pursuant to National Joint Powers 
Alliance ("NJP A") Contract # 020818-CAI ("NJP A Contract"), available at 
https ://www.njpacoop.org/cooperative-purchasing/contracts-general/techno logy-security­
communication-solutions/020817-cai/. OCIO has concluded this is in the best interests of 
the State of Iowa because the State 's Old Contract was a high-volume contract evincing a 
general need of Governmental Entities in the State for such Deliverables, Vendor is a 
known provider that has historically provided quality Deliverables to the State, the NJPA 
Contract was the product of a competitive process conducted at the national level and 
thereby resulted in leveraged volume purchas ing discounts in excess of those which the 
State would likely obtain if it conducted a separate competitive process, and uti lizing the 
NJPA Contract saves the State time and money associated with conducting a separate, 
duplicative competitive process. 

Authority. Iowa Code section 8B.24(5)(c) (2017) authorizes "[OCJO], on its own behalf 
or on the behalf of another participating agency or governmental entity, [to] procure 
information technology under a contract let by another agency or other governmental 
entity, or approve such procurement in the same manner by a participating agency or 
governmental entity." In the alternative, Iowa Code section 8B.24(5)(a), "the office may 
enter into a cooperative procurement agreement with another governmental entity relating 
to the procurement of information technology, whether such information technology is 
for the use of the office or other governmental entities." Pursuant to this authority, OCIO 
hereby authorizes Participating Agenc ies and other Governmental Entities in the State of 
Iowa to procure the Deliverables avai lable from Vendor pursuant to the NJPA Contract in 
accordance with the terms and conditions of this Agreement. 

Tenn. The initial tenn of this Agreement shall be as stated on the CD&E, unless 
terminated earlier in accordance with the terms of this Agreement. After expiration of the 
initial tenn, OCIO shall have the option to extend/renew this Agreement for up to nine 
(9) additional one-year renewal tenns. The decision to extend this Agreement shall be at 
the sole option of OCIO and may be exercised by OCJO by providing written notice to 
Vendor. Notwithstanding the foregoing, or anything else in this Agreement to the 
contrary, unless there exists a separate, lawfu l procurement basis, this Agreement shall be 
co-terminus with the NJPA Contract and any extensions/renewals thereto, which at the 
time of the execution of this Agreement is expected not to exceed March 3, 202 1 and/or 
March 3, 2022, ifNJPA exercises an optional one-year extension/renewal. 
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1.4. Relationship between this Agreement and Individual Purchas ing Instruments. Each 
Purchasing Instrument executed hereunder shall be deemed, upon its execution, to 
incorporate the terms and conditions of this Agreement and shall constitute a separate, 
distinct, and independent Agreement between Vendor and the applicable Governmental 
Entity. To the extent a Governmental Entity other than OCIO makes a purchase 
hereunder pursuant to a Purchasing Instrument executed by it, such Governmental Entity 
shall be solely responsible for any payments due and duties and obligations otherwise 
owed Vendor under this Agreement. In addition, notwithstanding any other provision of 
this Agreement to the contrary, OCIO bears no obligation or liability for any other 
Governmental Enti ty's losses, liabilities, or obligations, including Vendor's fai lure to 
perfonn , aris ing out of or re lating in any way to th is Agreement. Likewise, the State of 
Iowa generally bears no obligation or liabili ty for any po lit ical subdivision or other non­
State enti ty' s losses, liab ilities, or obligations, including Vendor's fa ilure to perfonn , 
arising out of or relating in any way to this Agreement. 

2. Definitions. In addition to any other tenns that may be defined elsewhere in this Agreement, the 
fo llowing tenns shall have the fo llowing meanings: 

2. 1. "Acceptance" means the applicable Governmental Entity has detennined a portion of 
Deliverables provided under a Purchasing Instrument satisfy the Governmental Entity's 
Acceptance Tests. "Final Acceptance" means the applicable Governmental Entity has 
detennined all Deliverables provided under a Purchasing Instrument satisfy the 
Governmental Entity's Acceptance Tests. "Non-acceptance" means the applicable 
Governmental Entity has detennined that a portion of Deliverables provided under a 
Purchasing Instrument have not satisfied the Governmental Entity's Acceptance Tests. 

2.2. "Acceptance Criteria" means the specifications, goals, perfonnance measures or 
standards, testing results, requirements, technical standards, representations, and/or other 
criteria designated by the applicable Governmental Entity and against which Acceptance 
Tests are conducted, including any of the foregoing stated or expressed in this 
Agreement, a Purchasing Instrument, the RFP and Proposal, any Documentation, and any 
applicable state, federal, foreign and local laws, rules and regulations. 

2.3. "Acceptance Tests" or "Acceptance Testing" means the tests, reviews and other 
activities that are perfonned by or on behalf of the app licable Governmental Entity to 
determine whether Deliverables meet Acceptance Criteria or otherwise satisfy the 
applicable Governmental Entity, as determined by the appl icable Governmental Entity in 
its sole discretion. 

2.4. "Agreement," unless the context requires otherwise, means the collective documentation 
memorializing the terms of the agreement identified on the Contract Declarations & 
Execution Page(s) and all other attachments to the Contract Declarations & Execution 
Page(s), including the NJPA Contract, the RFP, and the Proposal. 

2.5. "Authorized Contractors" means independent contractors, consu ltants, or other Third 
Parties (inc luding other Governmental Entities) who are retained, hired, or utilized by any 
Governmental Enti ty to use, maintain, support, modify, enhance, host, or otherwise ass ist 
a Governmental Entity w ith the System or any Deliverables provided or developed 
hereunder. 

2.6. "Confidential Information" means, subject to any applicable federal, State, or local 
laws and regulations, including Iowa Code Chapter 22, any confidential or proprietary 
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infonnation or trade secrets disclosed by either Party ("Disclosing Party") to the other 
Party ("Receiving Party") that, at the time of disclosure, is designated as confidential (or 
like designation), is disclosed in circumstances of confidence, or would be understood by 
the Parties, exercis ing reasonable bus iness judgment, to be confidential. Confidential 
Infonnation does not include any infonnation that: (i) was rightfully in the possession of 
the Receiving Party from a source other than the Disclosing Party prior to the time of 
disclosure of the information by the Disclosing Party to the Receiving Party; (ii) was 
known to the Receiving Party prior to the disclosure of the information by the Disclosing 
Party; (iii) was disclosed to the Receiving Party without restriction by an independent 
third party hav ing a legal right to disclose the information; (iv) is in the public domain or 
shall have become publicly available other than as a result of disclosure by the Receiving 
Party in violation of this Agreement or in breach of any other agreement with the 
Disclosing Party; (v) is independently developed by the Receiving Party without any 
reliance on Confidential lnfonnation disclosed by the Disclosing Party; (vi) is disclosed 
or is required or authorized to be disclosed pursuant to law, rule, regulation, subpoena, 
summons, or the order of a court, lawful custodian, governmental agency or regulatory 
authority, or by applicable regulatory or professional standards; or (vii) is disclosed by 
the Receiving Party with the written consent of the Disclosing Party. 

2.7. "Customer Data" means all information, data, materials, or documents (including 
Confidential Information of or belonging to the applicable Governmental Entity) 
originating with, disclosed by, provided by, made accessible by, or otherwise obtained by 
or from a Governmental Entity making purchases hereunder, including its Authorized 
Contractors, related to this Agreement in any way whatsoever, regardless of fonn, 
including all information, data, materials, or documents accessed, used, or developed by 
Vendor in connection with any Deliverables provided hereunder and all originals and 
copies of any the foregoing. 

2.8. "Customer Property" means any property of or belonging to a Governmental Entity 
making purchases hereunder, including Customer Data and Customer-Owned 
Deliverables, software, hardware, programs or other property possessed, owned, or 
otherwise controlled or maintained by a Governmental Entity making purchases 
hereunder. 

2.9. "Customer-Owned Deliverables" means any Deliverables discovered, created, or 
developed by Vendor, Vendor Contractors, or Vendor Personnel at the direction of the 
applicable Governmental Entity or for a Governmental Entity for a specific project under 
this Agreement, including all intellectual property rights and proprietary rights arising out 
of, embodied in, or re lated to such Deliverables, including copyrights, patents, 
trademarks, trade secrets, trade dress, mask work, util ity design, derivative works, and all 
other rights and interests therein or related thereto. 

2. 10. "Deficiency" means a defect, flaw, error, bug, failure, omission, interruption of service, 
or other problem of any nature whatsoever related to a Deliverable, including any failure 
of a Deliverable to conform to or meet any Acceptance Criteria. Deficiency also includes 
the lack of something essential or necessary for completeness or proper functioning of a 
Deliverable. 

2. 11 . "Deliverables" means all of the goods, Services, Software, work, work product, items, 
materials, and property to be created, developed, produced, delivered, performed or 
provided by or on behalf of, or otherwise made available through, Vendor, Vendor 
Contractors, or Vendor Personnel, directly or indirectly, in connection with this 
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Agreement, including Sourced Goods or Open Market Items, the System, and 
Documentation. 

2.12. "Documentation" means any and all technical infonnation, commentary, explanations, 
design documents, system architecture documents, database layouts, code, test materials, 
training materials, guides, manuals, worksheets, notes, work papers, and all other 
information, documentation, and materials discovered, created, or developed by Vendor, 
Vendor Contractors, or Vendor Personnel hereunder or otherwise related to or used in 
conjunction with any Deliverables, in any medium, inc luding hard copy, electronic, 
digital, and magnetically, or optically encoded media. 

2.13. "Enhancements" shall mean any and all updates, upgrades, bug fi xes, patches, additions, 
modifications or other enhancements made to or with respect to the System (including 
any new releases or versions related thereto) or other Deliverables provided or made 
available by Vendor, Vendor Contractors, or Vendor Personnel, directly or indirectly, 
hereunder, and all changes to any Documentation made by Vendor, directly or indirectly, 
as a resu It of such Enhancements. 

2.14. "Governmental Entity" shall mean any Governmental Entity or Governmental 
Subdivis ion, as defined in Iowa Code Section 8A. IO I, or any successor provision to that 
section. In addition to the forego ing, the term Governmental Entity includes for purposes 
of this Agreement Participat ing Agencies, agenc ies, independent agencies, the Legislative 
Branch, the Judicial Branch, courts, boards, authorities, institutions, establishments, 
divisions, bureaus, commissions, committees, councils, examining boards, public 
utilities, offices of elective constitutional or statutory officers, and other un its, branches, 
or entities of government, including counties, cities, school districts, or any combination 
of any of the foregoing of the State of Iowa. 

2.15. "I.T. Governance Document(s)" or "Governance Document(s)" means any 

Information Technology policies, standards, processes, guidelines, or procedures 

developed by OCIO pursuant to Iowa Code section 88 , available at: 
https://ocio.iowa.gov/ (nav igate to policies, standards, rules, respect ively), and which are 

generally applicable to Participating Agencies, absent a wa iver granted pursuant to Iowa 

Code section 8B.2 I (5) and corresponding implementing rules. 

2.16. "Old Contract" means the IT Services Managed Service Provider Contract, Number 
4080-11 , as amended, effective as of July 16, 201 2, by and between the State of Iowa, 
acting by and through the Iowa Department of Administrative Services ("DAS"), and 
Vendor, available at: https://bidopportunities.iowa.gov/ Home/Contractlnfo?contractld=ff 
57D9e-7eb4-427c-9d5a-78cffe4827c4. 

2.1 7. "Participating Agency" shall have the same meaning ascribed it under Iowa Code 
section 8B, including any subsequent amendments or successor provisions thereto, and 
which at the time of execution of this Agreement meant any state agency, except the state 
board of regents and institutions operated under the authority of the state board of 
regents. 

2 .18. "Proposal" or "Vendor's Proposal" means Vendor' s Response to the RFP dated 
February 8, 201 7. 

2 .19. "Purchasing Instrument" means documentation issued by a Governmental Entity to 
Vendor for the purchase of Deliverables under this Agreement, including a "Purchase 
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Order" or "Statement of Work" executed hereunder (See Attachment entitled 
"SAMPLE PURCHASING INSTRUMENT/STATEMENT OF WORK" for a sample 
Statement of Work), "Requisition" submitted electronically through the System, or other 
like documentation, regardless of form, and which identifies the Deliverables to be 
purchased and any other requirements deemed necessary by the applicable Governmental 
Entity, such as compensation and delivery dates. 

"State of Iowa Enterprise Information Technology Co­
Employment/Misclassification Risk Management/Guidance" or "Procurement 
Policy" means the Enterprise Information Technology Co-Employment/Misclassification 
Risk Management/Guidance Governance Document that estab lishes guidance for 
Participating Agencies procuring Deliverables hereunder. This Procurement Policy is 
available from OCIO upon request. 

"Request for Proposal" or "RFP" means the NJPA request for proposal, numbered RFP 
#0208 17, for the procurement of managed serv ice provider (MSP) for information 
technology and IT staff augmentation, available at 
https://www.n jpacoop.org/files/6614/902 I /7114/RFP and Addendum-
MSP for IT 0208 17.pdf. 

"Security Breach" means the unauthorized acquisition of or access to Customer Data by 
an unauthorized person that compromises the security, confidentiality, or integrity of 
Customer Data, including instances in which internal personnel access systems in excess 
of their user rights or use systems inappropriately. "Security Breach" shall also be 
deemed to include any breach of security, confidentiality, or privacy as defined by any 
applicable law, rule, regulation, or order. 

"Services" may include: 

2.23. 1. 

2.23.2. 

2.23.3. 

2.23.4. 

I.T. Managed Services and LT. Staff Augmentation services; 

The System; 

Program Support Service, as defined below; and 

Any other services included within the Scope of the NJPA Contract, 
including Sourced Goods or Open Market Items. 

2.24. "Software" means any and all other software, programs, applications, modules and 
components, in object code form, all re lated Documentation, Enhancements, and Source 
Code and all copies of the foregoi ng. 

2.25. "Source Code" means the human-readable source code, source program, scripts and/or 
programming language, including HTML, XML, XHTML, Visual Basic, and JAVA, for 
or related to the Software. Source Code includes all source code listings, instructions 
(including compile instructions), programmer's notes, commentary and all related 
technical information and Documentation, including all such information and 
Documentation that is necessary or useful for purposes of maintaining, repairing, or 
making modifications or enhancements to the Software and the Source Code. 

2.26. "Special Terms and Conditions" means any attachment hereto entitled, in whole or in 
part, "Special Terms and Conditions." 
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2.27. "Sourced Goods" or "Open Market Items" shall have the same meaning as ascribed 
under the NJPA Contract, including any amendments thereto, and which at the time of 
execution meant products, equipment, hardware, Software, or related services that a 
Governmental Entity wants to buy through Vendor or Vendor Contractors, directly or 
indirectly, but which are not currently available under the Vendor's NJPA Contract, and 
which are generally deemed incidental to the total transaction. 

2.28. "System" means the PeopleFluent® Vendor Management System, which is an lntemet­
enabled, Web-based application that manages the process of and acts as the mechanism 
for acquiring Services hereunder, as configured by Vendor and as more fully described in 
the Proposal. 

2.29. "Third Party" means a person or entity (including, any form of business organization, 
such as a corporation, partnership, limited liabili ty corporation, association, etc.) that is 
not a party to this Agreement. 

2 .30. "Vendor Contractor(s)" means any of Vendors authorized subcontractors, affi liates, 
subsidiaries, suppliers, or any other Third Party acting on behalf of or at the d irection of 
Vendor, directly or indirectly, in performing or providing Deliverables under this 
Agreement. 

2.3 1. "Vendor Personnel" means employees, agents, independent contractors, or any other 
staff or personnel acting on behalf of or at the direction of Vendor or any Vendor 
Contractor performing or providing Deliverables under this Agreement. 

2.32. "Warranty Period" means the one year period commencing the date the appl icable 
Governmental Entity provides Vendor written notice of Fina l Acceptance for 
Deliverables. 

3. Deliverables. 

3. I. Purchas ing Instruments. 

3 .1.1. Pe,formance. Vendor, Vendor Contractors, and Vendor Personnel shall 
commence, complete, and deliver a ll work and provide all Deliverables 
available under the NJPA Contract in accordance with the dead lines, time lines, 
terms, conditions, Acceptance Criteria and other requirements set forth in this 
Agreement, any Purchasing lnstrument(s) executed by a Governmental Entity 
hereunder, and any Service Level Agreement or other Special Terms and 
Conditions or any related attachments or documents attached hereto or 
associated herewith, including a project plan or other sim ilarly captioned 
document. Except as otherwise set forth herein or in a Serv ice Level 
Agreement attached as Special Terms and Conditions hereto, performance 
standards, monitoring, and review provisions applicab le to specific projects are 
as set forth in the applicable Purchasing Instrument. 

3.1.2. Pre-approval f or Participating Agencies. Vendor shall not execute a 
Purchasing Instrument w ith a Participating Agency hereunder until the 
Participating Agency has received approval from OCJO authorizing the 
purchase. 

3. 1.3. Delivery. 
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Risk of Loss. To the extent any Deliverables are mailed or sh ipped, 
Vendor or Vendor Contractors shall bear all freight, shipping, 
handling, and insurance costs for the delivery and shall bear all risk 
of loss, including any losses resulting from any damage to or 
destruction, in whole or in pa1t, which may occur prior to the 
delivery. 

Source Code and Documentation. Vendor acknowledges and 
agrees that it or Vendor Contractors shall deliver and provide to 
the applicable Governmental Entity all Source Code and 
Documentation related to any Software or other Deliverables that 
are created, developed, produced, delivered, perfo1med or provided 
by or on behalf of, or made available through, Vendor, Vendor 
Contractors, or Vendor Personnel, directly or indirectly, hereunder, 
unless otherwise agreed to in writing by the applicable 
Governmental Entity. 

3.1.4. Sourced Goods or Open Market Items. Vendor shall identify and recommend 
to the applicable Governmental Entity all Sourced Goods and Open Market 
Items, whether originating with Vendor, Vendor Contractors, or Third Patties, 
necessary or desirable to be acquired for the effective use of any Deliverables 
provided hereunder. Solely to extent Sourced Goods and Open Market Items 
are generally deemed incidental to the total transaction by the applicable 
Governmental Entity or there exists a separate, legal procurement basis to 
justify the purchase, the applicable Governmental Entity may procure such 
Sourced Goods and Open Market Items through Vendor. Solely to the extent 
permitted by the NJP A Contract or other legal procurement basis, and so le ly to 
the extent Vendor or Vendor Contractors supp ly the following types of 
Sourced Goods or Open Market Items, Vendor represents and warrants the 
following with respect to all Sourced Goods or Open Market Items: 

3.1.4.1. 

3. 1.4.2. 

3. 1.4.3. 

Equipment or hardware. Any equipment or hardware provided 
hereunder will be new and unused; Title to such equipment or 
hardware will be free and clear of all liens, security interests, 
charges and encumbrances or other restrictions; A Governmental 
Entity's use and possession of such equipment or hardware wi ll not 
be inte1rnpted or otherwise disturbed by any person or entity 
asserting a claim under or through Vendor; and such equipment or 
hardware will be free of any rightful claim of any Third Party based 
on patent or copyright infringement, trade secret misappropriation, 
unfair trade practice, or othe1wise. 

Software. Vendor sha ll ensure that all Software provided hereunder 
is licensed to the applicable Governmental Entity pursuant to a 
license agreement, the terms and conditions of which are acceptable 
to the applicable Governmental Entity. 

Third Party. Vendor shall take all action necessary to ensure the 
applicable Governmental Entity is able and entitled to receive and 
enjoy all warranties, indemnities, or other benefits associated with 
Sourced Goods and Open Market Items provided by or through a 
Third Pa1ty hereunder. At the applicable Governmental Entity 's 
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request, Vendor shall assign to the applicable Governmental Entity 
all of licensor's and manufacturer' s warranties, indemnities, or 
other associated benefits pertaining to such Sourced Goods and 
Open Market Items under any related license or other agreement 
between Vendor and the applicable Third Party. 

3.1.5. Amendments to Purchasing Instruments. A Purchas ing Instrument may be 
amended, modified, or replaced at any time during the term of this Agreement 
upon the mutual written consent of Vendor and the applicable Governmental 
Entity. 

3.1.6. Change Order Procedure. A Governmental Entity may at any time request a 
modification to the scope of a Purchasing Instrument using a change order. The 
following procedures for a change order shall be followed: 

3.1.6.1. 

3.1.6.2. 

3 .1.6.3. 

Written Request. The Governmental Entity shall specify in writing 
the desired modifications to the Purchasing Instrument with the 
same degree of specificity as in the original Purchasing Instrument. 

Vendor's Response. Vendor shall submit to the Governmental 
Entity any proposed modifications to the Purchasing Instrument and 
a firm cost proposal, if applicable, for the requested change order 
within five (5) business days of receiving the Governmental 
Entity's change order request. 

Effect of Change Order. Both Parties must sign and date the change 
order to authorize the change in Deliverables described therein and 
incorporate the changes into the applicable Purchasing Instrument 
and this Agreement. No Deliverables shall be provided pursuant to 
the change order and no payment shall be made on account of the 
change order until the change order is fully executed by both 
Parties. Upon such execution, a change order shall alter only that 
portion of a Purchasing Instrument to which it expressly relates and 
shall not otherwise affect the terms and conditions of this 
Agreement. 

3.1.7. Minimum Documentation Requirements. Regardless of whether an Hourly 
Rates or Fixed Price, Not-To-Exceed Purchasing Instrument is utilized, each 
Purchasing Instrument shall list: (a) the Deliverables to be performed or 
provided, which may be framed as a labor or resource-based Deliverable(s) or 
project-based Deliverable(s), whichever is appropriate; (b) the labor categories 
utilized to provide such Deliverables; (c) the applicable Hourly Rate(s) as 
agreed between the Parties; (d) an itemized list of and actual cost of any 
Sourced Goods or Open Market Items to be provided; and (e) the specific uplift 
on a per-resource basis to the Hourly Rate to the extent a Governmental Entity 
requires Vendor/Vendor ContractorsNendor Personnel to perform the work 
offsite and supply their own equipment. Purchasing Instruments must also 
clearly state "This Purchasing Instrument is issued under NJP A Contract# 
020818-CAI and OCIO Contract# 2018 BUS 0521." 

3.2. System. 

HOOVER STATE OFFICE BUILDING, L EVEL 8, 1305 E. WALNUT, DES M OINES, IOWA 50319 / 515.281.5503 / CIO@ IOWA.GOV 

11 



OCIO CN: 20 18 BUS 0521 

3.2. 1. Grant of License. Subject to the terms and conditions of this Agreement and at 
no charge, Vendor grants to the State of Iowa, OCIO, Governmental Entities 
executing Purchasing Instruments hereunder, and Authorized Contractors of 
any of the forego ing for the applicable Governmental Entity's business 
activ ities, a non-exclusive license to: (i) access, use and, to the extent 
necessary, maintain and support, the System; and (i i) access, use, reproduce 
and distribute Documentation. 

3.2.2. Configuration. As may be more fully described in a subsequent Purchasi ng 
Instrument, and at no additional charge to the applicable Governmental Entity, 
Vendor will modify and configure the System to satisfy the applicable 
Governmental Entity's specific needs. In the case of the State of Iowa, such 
needs include adding functiona li ty for a bundled-resource process and 
project/requirements-based work by facil itating the execution of Statements of 
Work, developing a process by which OCIO may e lectronical ly approve 
Purchasing Instruments proposed by Participating Agencies, and generating 
custom reports to fac ilitate OCIO's review and oversight of purchases made 
and Vendor's, Vendor Contractor's, and Vendor Personnel's performance 
under the Agreement. 

3.2.3. Applicable Governmental Entity Not Required to Accept or In.stall 
Enhancements. Vendor shall not condition any Governmental Entity's rights or 
Vendor's obligations under this Agreement, or any other contract related to 
Deliverables, on a Governmental Entity accepting or installing any 
Enhancements related to the System. 

3.3. Program Support Services. In addition to the foregoing, at no charge to the State of Iowa, 
Vendor shall provide the fo llowing "Program Support Services" for OCIO, 
Prut icipating Agencies, and other State Governmental Entities electing to take advantage 
of the program as-is, the specific deadlines, timelines, terms, conditions, and Acceptance 
Criteria of which may be more fully set forth in a Purchasing Instrument, Service Level 
Agreement(s), other similar documentation: 

3.3. I. 

3.3 .2. 

3.3.3. 

3.3.4. 

3.3 .5. 

Assist the State of Iowa in developing/implementing, and refining on an 
ongoing basis, a bundled resource process and project/requirements-based 
process for the prov is ioning of pre-defined Deliverables; 

Train State personnel on how to effectively and efficiently use the System as 
more fully set forth in the Proposal; 

Provide "Help Desk" support for end-users experienc ing issues with the System; 

Provide Account Managers to assist Governmental Entities making purchases 
hereunder in initiating purchases, resolving performance issues, and escalating 
any significant issues fu1ther up the appropriate chain(s) of command, as 
needed. 

Provide any other s imilar services as more fully described in the Proposal or as 
may be necessary to ensure the effective operation of the program in the State of 
Iowa. 

3.4. Additional Services. In add ition to the Services outl ined above and available pursuant to 
the NJPA Contract, Vendor shall commence, complete, and deliver all work and provide 
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all Deliverables available under any General Services Administration ("GSA Schedule") 
schedu le seventy (70) or other like schedu le in effect at the time of such purchase in 
accordance with the deadlines, timelines, terms, conditions, Acceptance Criteria and 
other requirements set forth in this Agreement, any Purchasing lnstrument(s) executed by 
a Governmental Entity hereunder, and any Service Level Agreement or other Special 
Terms and Conditions or any related attachments or documents attached hereto or 
associated herewith, including a project plan or other similarly captioned 
document. Except as otherwise set forth herein or in a Service Level Agreement attached 
as Special Tenns and Conditions hereto, performance standards, monitoring, and review 
provisions applicable to specific projects are as set forth in the applicable Purchasing 
Instrument. 

4. Compensation and Additional Rights and Remedies. 

4.1. Pricing/Compensation. In consideration of Vendor providing Governmental Entities 
Deliverables under this Agreement, Vendor shall be entitled to receive the following fees 
or other compensation associated with such Deliverables, subject to all terms and 
conditions of this Agreement, including Sections 4.2 (No Additional Fees), 4.3 
(Satisfactory Deliverables), 4.4 (Effect of Purchasing Instruments), 4.5 (Payment does 
not Imply Acceptance), 4.6 ( Invoices), and 4.7 (Retention): 

4.1.1. Generally. Vendor shall provide Deliverables to Governmental Entities at: 

4.1.1.1. 

4. 1.1.2. 

Hourly rates less-than-or-equal-to ("Hourly Rate(s)") the all­
inclusive, hourly, not-to-exceed rates identified in the "Rate 
Card(s)" attached as Special Terms and Conditions hereto within 
the appropriate Tier ("Baseline Rate(s)"), as defined below, plus a 
reasonable uplift in the Hourly Rate where the Governmental Entity 
requires VendorNendor ContractorsNendor Personnel to perform 
the work offsite and supply their own equipment. An Hourly Rates 
Purchasing Instrument should be used when the Governmental 
Entity 's requirements are not sufficiently defined as to allow for a 
fixed price to be developed; or 

Lump-sum, fixed-price rates for predefined projects, which shall not 
otherwise exceed the total cost the applicable Governmental Entity 
would incur were it billed at Baseline Rates plus: 

4. 1.1.2. 1. 

4.1.1.2.2. 

The actual cost of any Sourced Goods or Open Market 
Items provided by Vendor hereunder; or 

A reasonable uplift in the Hourly Rate where the 
Governmental Entity requires VendorNendor 
ContractorsN endor Personnel to perform the work 
offsite and supply their own equipment. 

("Fixed Price, Not-to-Exceed"). A Fixed Price, Not-to-Exceed 
Purchasing Instrument should be used when a Governmental Entity 's 
requirements can be set forth in sufficient detail as to allow for a fixed 
price to be developed. A Fixed Price, Not-to-Exceed Purchasing 
Instrument may include a milestone payment schedule associated with 
the Deliverables defined therein. 
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4.1.2. Price Modifications to Hourly Rates. Vendor may modify the Baseline Rates 
consistent with the methodology outlined in the Proposal, see pages 58-59, and 
subject to the prior written approval of OCIO ("Price Modification"). 
Notwithstanding the foregoing, such Price Modification shall not apply to or 
otherwise effect previously agreed-upon rates set forth in an active Purchasing 
Instrument. If, during the term of the Agreement, including any extensions and 
renewals, a Price Modification occurs, prior to such Price Modification taking 
effect, Vendor shall prepare and make readily available, updated pricing 
info1mation, which shall include all post-Price Modification, then-current 
Baseline Rates, in an organized, quickly searchable format that can be easily 
understood and navigated by Governmental Entities. In addition, Vendor shall 
provide OCIO, or any other Governmental Entity upon request, with a written 
explanation outlining how any price increases were reached and how any new 
Baseline Rates are reasonable by reference to Economic Research Institute: 
Salary Survey & Compensation Data and by comparing such rates to 
comparable jurisdictions in which Vendor also provides Deliverables. 

4.1.3. Supplier Preference. Iowa Code chapter 73, subchapter I establishes a 
preference for companies with home offices located in Iowa, and subchapter 
Ill , establishes a preference for "Targeted Small Businesses," as defined by 
Iowa Code section 15.102. Vendor agrees that it will make a good-faith effort 
to assist Governmental Entities in meeting any such purchasing-preference 
goals or requirements, to the extent requested by a Governmental Entity in 
writing. 

4.1.4. Price of Sourced Goods or Open Market Items. To the extent a Governmental 
Entity purchases Sourced Goods or Open Market Items pursuant to Section 3.3 
(Sourced Goods or Open Market Items), Vendor shall make such Sourced 
Goods or Open Market Items available to the Governmental Entity at cost. 

4.2. No Add itional Fees. Except to the extent permitted by Section 4.1 , the applicable 
Governmental Entity shall not be obligated to pay any other compensation, fees, 
expenses, costs, charges or other amounts to Vendor in connection with this Agreement 
or any Purchasing lnstrument(s). For the avoidance of doubt, there shall be no 
reimbursable expenses associated with this Agreement, and Vendor shall be solely 
responsible for all other costs, charges, and expenses it incurs in connection with this 
Agreement, including equipment, supplies, personnel, salaries, benefits, insurance, 
training, conferences, telephone, utilities, start-up costs, and all other operational and 
administrative costs and expenses. 

4.3. Satisfactory Deliverables. Vendor is not entitled to payment for any Deliverable(s), in 
whole or in pait, provided under this Agreement or any Purchasing lnstrument(s) if the 
applicable Governmental Entity reasonably determines that such Deliverable(s) has not 
been satisfactorily or completely delivered or performed, or that such Deliverable(s) fails 
to meet or conform to any applicable Acceptance Criteria or that there is a material 
Deficiency with respect to such Deliverable(s). 

4.4. Effect of Purchasing Instruments. ln no event shall a Governmental Entity be obligated to 
pay Vendor any fees, costs, compensation, or other amounts in excess of the amount 
specified in a Purchasing Instrument for any one or more Deliverable(s), unless the 
applicable Governmental Entity otherwise agrees to pay such fees, costs, compensation, 
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or other amounts pursuant to a written Change Order or an amendment to the applicable 
Purchasing Instrument executed by the applicable Governmental Entity. 

Pavment does not Imply Acceptance. No payment, including final payment, shall be 
construed as acceptance of any Deliverables with Deficiencies or incomplete work, and 
Vendor shall remain responsible for full performance in strict compliance with the terms 
and conditions of this Agreement. Vendor's acceptance of the last payment from the 
applicable Governmental Entity shall operate as a release of any and all claims related to 
this Agreement that Vendor may have or be capable of asserting against the applicable 
Governmental Entity, OCIO, or the State of Iowa. 

Invoices. Upon receipt of written notice of Acceptance from the applicable Governmental 
Entity with respect to one or more Deliverable(s), Vendor shall submit an invoice to the 
applicable Governmental Entity requesting payment of the fees or other compensation 
specified in the Purchasing Instrument associated with such Deliverable(s), less any 
Retained Amount(s) to be withheld in accordance with Section 4.7 (Retention). All 
invoices submitted by Vendor shall comply with all applicable rules concerning payment 
of such fees, charges, or other claims and shall contain appropriate documentation as 
necessary to support the fees or charges included on the invoice and all info,mation 
reasonably requested by the applicable Governmental Entity. The applicable 
Governmental Entity shall verify Vendor's performance/provisioning of Deliverables 
outlined in the invoice before making payment. The applicable Governmental Entity shall 
pay all approved invoices in arrears and, to the extent applicable, in conformance with 
Iowa Code 8A.514 and corresponding implementing rules, regulations, and policies. The 
applicable Governmental Entity may pay in less than sixty (60) days, but an election to 
pay in less than sixty (60) days shall not, to the extent applicable, act as an implied 
waiver of Iowa Code § 8A.514. Notwithstanding anything herein to the contrary, the 
applicable Governmental Entity shall have the right to dispute any invoice submitted for 
payment and withhold payment of any disputed amount if the applicable Governmental 
Entity believes the invoice is inaccurate or incorrect in any way. 

Retention . To secure Vendor's performance under this Agreement, a Governmental 
Entity may, as stated in the applicable Purchas ing Instrument, retain 15% of the fees or 
other compensation associated with each Deliverable provided under a Purchasing 
Instrument ("Retained Amounts") until all Deliverables under such Purchasing 
Instrument have been supplied/provided and the applicable Governmental Entity has 
given Final Acceptance. Retained Amounts shall be payable upon the applicable 
Governmental Entity's delivery of written notice of Final Acceptance, subject to the 
terms and conditions hereof. 

Erroneous Payments and Credits. Vendor shall promptly pay or refund to the applicable 
Governmental Entity the full amount of any overpayment or erroneous payment within 
ten ( I 0) business days after either discovery by Vendor or notification by the applicable 
Governmental Entity of the overpayment or erroneous payment. In the event Vendor fails 
to timely pay or refund any amounts due the applicable Governmental Entity under this 
Section, the applicable Governmental Entity may charge interest of one percent ( I%) per 
month compounded on the outstanding balance each month after the date payment or 
refund is due, or the maximum amount otherwise allowed by law, whichever is greater. 
The applicable Governmental Entity may, in its sole discretion, elect to have Vendor 
apply any amounts due and owing the Governmental Entity under this Section against 
any amounts payable by the applicable Governmental Entity under this Agreement. 
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Set-off Against Sums Owed by Vendor. In the event Vendor owes a Governmental Entity 
any sum under the terms of this Agreement, any other agreement, pursuant to a judgment, 
or pursuant to any law, the applicable Governmental Entity may set off such sum against 
any sum invoiced to the Governmental Entity by Vendor in the Governmental Entity's 
sole discretion. Any amounts due the Governmental Entity as damages may be deducted 
by the Governmental Entity from any money or sum payable by the Governmental Entity 
to Vendor pursuant to th is Agreement or any other agreement between Vendor and the 
Governmental Entity. 

Withholding Payments. 1n add ition to pursuing any other remedy provided herein or 
available at law, equity, or otherwise, a Governmental Entity may withhold compensation 
or payments to Vendor, in whole or in part, without penalty or legal liability to the 
Governmental Entity or work stoppage by Vendor, in the event the Governmental Entity 
determines: 

4.10.1. 

4. 10.2. 

Vendor has failed to perform any of its duties or obligations as set forth in this 
Agreement; or 

Any Deliverable has fai led to meet or conform to any applicable Acceptance 
Criteria or contains or is experiencing a Deficiency. 

No interest shall accrue or be paid to Vendor on any compensation or other amounts 
withheld or retained by the Governmental Entity under this Agreement. 

4. 11 . Correction/Cure. A Governmental Entity may correct any Deficiencies w ith respect to 
any Deliverable(s) or cure any Vendor default under this Agreement without prejudice to 
any other remedy it may have if Vendor fails to correct such Deficiencies as required in 
this Agreement or if Vendor otherwise defaults or fa ils to perform any provision of the 
Agreement within the time period specified in a notice of default from the Governmental 
Entity. A Governmental Entity may procure the Deliverable(s) reasonably necessary to 
correct any Deficiencies or cure any Vendor default, in which event Vendor shall 
reimburse the Governmental Entity for the actual costs incurred by the Governmental 
Entity for such Deliverable(s) or cure, including the reasonable value of the time 
expended by the Governmental Entity' s personnel to secure substitute Deliverable(s) or 
cure such default. In addition, Vendor shall cooperate with the Governmental Entity or 
any Third Parties retained by the Governmental Entity which assist in curing such 
default, inc luding by allowing access to any pe,tinent materials or work product of 
Vendor' s . 

4.12. Error Correction. With respect to each notice from an applicable Governmental Entity to 
Vendor during the term of this Agreement that notifies Vendor that any Deliverable(s) 
provided by Vendor, including those previously accepted by the applicable Governmental 
Entity, contains or experiences a Deficiency, Vendor shall, at no cost to the 
Governmental Entity, promptly: 

4.13. 

4.12. 1. 

4. 12.2. 

Correct the Deficiency and repair the affected Deliverable(s); and 

Provide the Governmental Entity with all necessary and related materials 
re lated to such repaired or corrected Deliverable(s), including the provision of 
new Source Code, master program disks, or other media acceptable to the 
Governmental Entity, and related Documentation. 

Administrative Fees. Without affecting the prices/rates Vendor is authorized to charge 
Governmental Entities hereunder, Vendor shall provide to OCIO a three percent (3 .00%) 
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adm inistrative fee on all sales made against this Agreement. This three percent (3.00%) 
administrative fee shall be paid quarterly to: 

Attn: Business Services Division Administrator 

Iowa Office of the Chief Infonnation Officer 

Hoover State Office Building, Level B 

Des Moines, IA 50319 

Payment shall be made in accordance with the fo llowing schedule: 

Period End 
June 30 
September 30 
December 3 1 
March 31 

Fee Due 
July 31 
October 31 
January 31 
Apri l 30 

5. Acceptance Tests, Project Management, and Program Management. 

5.1. Acceptance Testing. All Deliverables shall be subject to the applicable Governmental 
Entity's Acceptance Testing and Acceptance, as may be further described in a Purchasing 
Jnstrument(s). Upon completion of all work to be perfonned by Vendor with respect to 
any Deliverable or group of Deliverables, Vendor shall deliver a written notice to the 
applicab le Governmental Entity certifying that the Deliverable(s) meets and confonns to 
applicable Acceptance Criteria and is ready for the Governmental Entity to conduct 
Acceptance Tests; provided, however, that Vendor shall pretest the Deliverable(s) to 
detennine that it meets and operates in accordance with app licable Acceptance Criteria 
prior to delivering such notice to the applicable Governmental Entity. At a Governmental 
Entity's request, Vendor sha ll assist in perfonning Acceptance Tests at no additional cost 
to the Governmental Entity. Within a reasonable period of time, which such time period 
may be stated in the applicable Purchasing Instrument, after a Governmental Entity has 
completed its Acceptance Testing, the Governmental Entity shall provide Vendor with 
written notice of Acceptance or Non-acceptance with respect to each Deliverable 
evaluated during such Acceptance Testing. If the Governmental Entity detennines that a 
Deliverable(s) satisfies its Acceptance Tests, the Governmental Entity shall provide 
Vendor with notice of Acceptance with respect to such Deliverable(s). If the 
Governmental Entity detennines that a Deliverable(s) fails to satisfy its Acceptance 
Tests, the Governmental Entity shall provide Vendor with notice of Non-acceptance with 
respect to such Deliverable(s). In the event the Governmental Entity provides notice of 
Non-acceptance to Vendor with respect to any Deliverable(s), Vendor shall correct and 
repair such Deliverable(s) and submit it to the Governmental Entity within ten (I 0) days 
of Vendor' s receipt of notice of Non-acceptance so the Governmental Entity may re­
conduct its Acceptance Tests with respect to such Deliverable(s). In the event the 
Governmental Entity detennines after re-conducting its Acceptance Tests with respect to 
any Deliverable(s) that Vendor has attempted to correct or repair pursuant to this Section 
that such Deliverable fai ls to satisfy its Acceptance Tests, then the Governmental Entity 
shall have the continuing right, at its sole option, to: 
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5. 1.1. Require Vendor to correct and repair such Deliverable(s) within such period of 
time as the Governmental Entity may specify in a written notice to Vendor; 

5. 1.2. Refuse to accept such Deliverable(s) without penalty or legal liability and 
without any obligation to pay any fees or other amounts associated with such 
Deliverable(s), or receive a refund of any fees or amounts already paid with 
respect to such Deliverable(s); 

5.1.3. Accept such Deliverable(s) on the condition that any fees or other amounts 
payable with respect thereto shall be reduced or discounted to reflect, with in a 
reasonable degree of com mercial valuation, the Deficiencies present therein and 
any reduced value or functionality of such Deliverable(s) or the costs likely to 
be incurred by the Governmental Entity to correct such Deficiencies; or 

5. 1.4. Terminate the applicable Purchasing Instrument and/or seek any and all 
available remedies, including damages. Notwithstanding any other provisions of 
this Agreement related to termination, a Governmental Entity may terminate a 
Purchasing Instrument in its entirety pursuant to this Section without providing 
Vendor any notice or opportunity to cure. 

A Governmental Entity's right to exercise the foregoing rights and remedies, inc luding 
termination of the applicable Purchasing Instrument, shall remain in effect until 
Acceptance Tests are successfully completed to the Governmental Entity' s sole 
satisfaction and the Governmental Entity has provided Vendor with written notice of 
Final Acceptance. Vendor's receipt of any notice of Acceptance, including Final 
Acceptance, with respect to any Deliverable(s) shall not be construed as a waiver of any 
of the Governmental Entity's rights to enforce the terms of this Agreement or require 
performance in the event Vendor breaches this Agreement or any Deficiency is later 
discovered with respect to such Deliverable(s). In addition, Vendor's receipt of any 
notice of Acceptance with respect to any Deliverable(s) shall not be construed as a waiver 
by the Governmental Entity of its right to refuse to provide notice of Final Acceptance. 

Project Management and Reporting. Except as otherwise set forth in a Purchasing 
Instrument, in the case of project-based Deliverables (e.g., a Statement of Work 
engagement), the fo llowing project management and reporting processes and procedures 
shall apply by default: 

5.2. 1. Vendor or Project Manager. At the time of execution of a Purchasing 
Instrument, Vendor shall designate, in writing, a Project Manager acceptable to 
the applicable Governmental Entity to serve until Final Acceptance is given by 
the Governmental Entity. Vendor will assign a Project Manager of a 
management level sufficient to ensure timely responses from all Vendor 
Personnel, timely completion of tasks and achievement of milestones, and 
whose resume and qualifications will be reviewed and approved by the 
applicable Governmental Entity prior to his or her appointment as Vendor's 
Project Manager. Vendor represents and warrants that its Project Manager will 
be fully qualified to perform the tasks required of that pos ition under the 
app licable Purchasing Instrument. Vendor's Project Manager shall be able to 
make binding decisions for Vendor. Any written commitment by Vendor's 
Project Manager and persons designated by her/him in writing for this purpose, 
within the scope of this Agreement, shall be binding upon Vendor. Vendor's 
Project Manager shall exercise her or his best efforts while performing under 
this Agreement. Vendor's Project Manager shall be at the Governmental 
Entity's s ite as needed during the course of work under the applicable 
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Purchasing Instrument and will be available either in person, by telephone, or 
email to respond promptly during the business day to inquiries from the 
applicable Governmental Entity. 

5.2.2. Review Meetings. Beginning upon the execution of a Purchas ing Instrument, 
Vendor's Project Manager shall meet weekly with the Governmental Entity's 
project manager and representatives, unless otherwise mutually agreed by the 
Parties, to discuss progress made by Vendor or performance issues. At each 
review meeting, Vendor' s Project Manager shall provide a status report, which 
shall include, at minimum, the information described in Section 5.2.3 and 
describe any problems or concerns encountered since the last meeting. At the 
next scheduled meeting after which any Party has identified a problem in 
writing, Vendor shall provide a report setting forth activities undertaken, or to 
be undertaken, to resolve the problem, together with the anticipated com pletion 
dates of such activities. Any Party may recommend alternative courses of 
action or changes that will facilitate problem resolution. Vendor shall maintain 
records of such reports and other communications issued in writing during the 
course of its performance under this Agreement. 

5.2.3. Reports. Vendor shall provide the applicable Governmental Entity with weekly 
status reports that describe, at a minimum, the previous week's activities, 
including problems encountered and their disposition, results of tests, whether 
or not deadlines were met, status of Deliverables, any problems that may have 
arisen that need to be addressed before proceeding to the next week's activities, 
and any other information the Governmental Entity may request. Vendor's 
proposed format and level of detail for its status reports shall be subject to the 
applicable Governmental Entity's approval. 

5 .2.4. Problem Reporting Omissions. A Governmental Entity's receipt of a repo1t that 
identifies any problems shall not relieve Vendor of any obligation under this 
Agreement or waive any other remedy under this Agreement or at law or equity 
that the Governmental Entity may have. A Governmental Entity' s failure to 
identify the extent of a problem or Deficiency, or the extent of damages 
incurred as a result of a problem or Deficiency, shall not act as a waiver of 
performance or constitute Acceptance under this Agreement. 

5.3. Administration of Agreement. OCIO shall monitor and review Vendor's performance 
under this Agreement to ensure compliance with this Agreement, and that the 
continuation of this Agreement remains in the best interests of the State and the 
Governmental Entities making purchases hereunder. Such rev iew and monitoring shall 
include OCIO's review and assessment of Deliverables provided hereunder and invoices 
and reports furnished by Vendor pursuant to this Agreement. In order to aid in such 
review, the following terms shall apply: 

5.3. l. Quarterly Reports. Vendor shall provide OClO with quarterly reports 
summarizing the Deliverables/projects it is currently providing to/working on 
with Governmental Entities under this Agreement. Except as otherwise 
mutually agreed to by the Parties, such Quarterly Report shall briefly describe 
the nature of Deliverables/projects, the general status of Deliverables/projects, 
the most significant problems encountered with respect to Deliverables/projects 
and their dispos ition, and an estimated date of delivery/completion of 
Deliverables/projects. Quarterly reports shall be provided by Vendor in 
accordance with the fo llowing schedule: 
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Period End 

June 30 
September 30 
December 31 
March 31 

Fee Due 

July 31 
October 31 
January 31 
April 30 
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Vendor shall maintain records of such reports during the te1m of this Agreement, 
including all extensions and renewals. 

5.3.2. Review Meetings. Vendor and OCIO shall meet quarterly, unless otheiwise 
mutually agreed by the Parties, to discuss progress made by Vendor on 
Deliverables/projects Vendor is currently providing to/working on with 
Governmental Entities under this Agreement, and to discuss Vendor's 
perfo1mance generally. At each review meeting, Vendor shall provide a status 
report, which shall include, at min imum, the info1mation described in Section 
5.3. 1 and describe any problems or concerns encountered since the last 
meeting. At the next scheduled meeting after which any Party has identified a 
problem in writing, Vendor shall provide a report setting fo1th activities 
undertaken, or to be undertaken, to resolve the problem, together with the 
anticipated completion dates of such activities. Any Party may recommend 
alternative courses of action or changes that will fac ilitate problem resolution. 

5.3.3. Problem Reporting Omissions. OCIO's or any Governmental Entity's receipt 
of a repo1t that identifies any problems shall not relieve Vendor of any 
ob ligation under this Agreement or waive any other remedy under this 
Agreement, at law, at equity, or otheiwise that OCIO or any other 
Governmental Entity may have. 

5.3.4. Problem Reporting to OCIO. To aid in the contract administration/oversight 
process, Governmental Entities making purchases hereunder shall report any 
problems experienced with Vendor, Vendor Contractors, or Vendor Personnel 
to OCIO, and shall log such problems in the System. 

6. Ownership and Intellectual Property. 

6. 1. 

6.2. 

Ownership of Vendor-Owned Deliverables. Except as specifically granted in a 
Purchasing Instrument, other agreement (including the Old Contract), or as otheiwise 
provided in this Agreement, Vendor sha ll own all Deliverables that were independently 
and exclus ively developed by Vendor prior to the Effective Date of this Agreement 
("Vendor-Owned Deliverables"). 

License to Vendor-Owned Deliverables. Except as otheiwise provided in and subject to 
this Agreement or another agreement between the parties, Vendor, Vendor Contractors, 
and Vendor Personnel hereby grants to the applicable Governmental Entity, OCIO, the 
State, and Authorized Contractors of any of the foregoing a nonexclusive, irrevocable, 
perpetual, fully paid up, royalty-free, worldwide right and license to use, reproduce, 
modify, distribute copies of, perform, display, host, and prepare derivative works based 
upon Vendor-Owned Deliverables provided hereunder. The forego ing grant shall be in 
addition to (and shall not be construed to limit) any rights, licenses, and privileges as may 
be granted in any license agreement(s) applicable to Vendor-Owned Deliverables. 
Vendor agrees that neither Vendor nor Vendor Contractors, Vendor Personnel, or any 
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other Third Pa1ty shall charge or attempt to charge any Governmental Entity any royalty, 
license fee, or similar charge for any Vendor-Owned Deliverables. 

Ownership and Assignment of Customer-Owned Deliverables. Vendor, Vendor 
Contractors, and Vendor Personnel hereby irrevocably assigns, transfers, and conveys to 
the commiss ioning Governmental Entity all right, title and interest in and to Customer­
Owned Deliverables. Vendor represents and warrants that the applicab le Governmental 
Entity shall acquire good and clear title to all Customer-Owned Deliverab les, free from 
any claims, liens, security interests, encumbrances, intellectual property rights, 
proprietary rights, or other rights or interests of Vendor or of any Third Party, including 
Vendor Contractors and Vendor Personnel. Vendor, Vendor Contractors, and Vendor 
Personnel shal l not retain any property interests or other rights in or to Customer-Owned 
Deliverables and shall not use any Customer-Owned Deliverables, in whole or in part, for 
any purpose, without the prior written consent of the Governmental Entity 
commissioning such Deliverables and the payment of such royalties or other 
compensation as the Governmental Entity deem s appropriate. Immediately upon the 
request of the Governmental Entity, Vendor will deliver to the Governmental Entity or 
destroy, or both, at the Governmental Entity's option, all copies of any Customer-Owned 
Deliverables in the possession of Vendor. 

Waiver. To the extent any of Vendor's, Vendor Contractor's, or any Vendor Personnel 's 
rights in any Customer-Owned Deliverables are not subject to assignment or transfer 
hereunder, including any moral rights and any rights of attribution and of integrity, 
Vendor, Vendor Contractors, and Vendor Personnel hereby irrevocably and 
unconditionally waives all such rights and enforcement thereof and agrees not to 
challenge the applicable Governmental Entity's rights in and to Customer-Owned 
Deliverables. 

Acknowledgement. Vendor acknowledges and agrees that the applicable Governmental 
Entity, as owner and assignee of Customer-Owned Deliverables, shall have all rights 
incident to complete ownership, and may, without lim itation: 

6.5.1. Obtain, secure, fi le and apply for any legal protection necessruy to secure or 
protect any rights in and to Customer-Owned Deliverables, including the 
prosecution and issuance of letters patent, copyright registrations, and other 
analogous protection, and any extensions or renewals with respect thereto; 

6.5.2. Adapt, change, modify, ed it, or otherwise use Customer-Owned Deliverables 
as the applicable Governmental Entity sees fi t, including in combination with 
the works of others, prepare derivative works based on Customer-Owned 
Deliverables, and publish, display, perform, host, and distribute throughout the 
world any Customer-Owned Deliverable(s) in any medium, whether now 
known or later devised, including any digital or optical medium; and 

6.5.3. Make, use, sell, license, sublicense, lease, or distribute Customer-Owned 
Deliverables (and any intellectual property rights therein or related thereto) 
without payment of additional compensation to Vendor or any Third Party, 
including Vendor Contractors or Vendor Personnel. 

6.6. Fu1ther Assurances. At the applicable Governmental Entity's or State's request, Vendor 
will (both during and after the termination or expiration of this Agreement) execute and 
deliver such instruments, provide all facts known to it, and take such other action as may 
be requested by the Governmental Entity or State to: 
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6.6.1. Establish, perfect, or protect the applicable Governmental Entity 's or State's 
rights in and to Customer-Owned Deliverables and to carry out the 
assignments, transfers and conveyances set forth in Section 6.3 (Ownership and 
Assignment of Customer-Owned Deliverables), and 

6.6.2. Obtain and secure copyright registration or such other registrations or 
intellectual property protections as may be desirable or appropriate to the 
subject matter, and any extensions or renewals thereof. 

ln the event the applicable Governmental Entity or State is unable, after reasonable effort, 
to secure Vendor's, Vendor Contractor's, or any Vendor Personnel's signature on any 
letters patent, copyright, or other analogous protection relating to the Customer-Owned 
Deliverables, for any reason whatsoever, Vendor, Vendor Contractors, and Vendor 
Personnel hereby irrevocably designates and appoints the applicable Governmental Entity 
and its duly authorized officers, employees, and agents, as their agent and attorney-in­
fact, to act for and in its behalf to execute and file any such application or applications 
and to do all other lawfully permitted acts to further the prosecution and issuance of 
letters patent, copyright registrations, and other analogous protection, including 
extensions and renewals thereon, with the same legal force and effect as if executed by 
Vendor. 

Third Party Intellectual Property. Except as otherwise provided herein or otherwise 
agreed to by the Parties in writing, in the event a Deliverable(s) is, is comprised of, in 
whole or in patt, or is a derivative work based on any inte llectual prope1ty owned by a 
Third Party ("Third Party Intellectual Property"), Vendor shall secure on behalf of 
and in the name of the applicable Governmental Entity, an irrevocable, nonexclusive, 
perpetual, fully paid up, royalty-free, worldwide right and license to use, reproduce, 
prepare derivative works based upon, distribute copies of, perform, display, and host the 
Third Party lntellectual Property, and to authorize others to do the same on the applicable 
Governmental Entity's behalf, including its Authorized Contractors. 

Rights of the Federal and State Government. If all or a po1tion of the funding used to pay 
for the Deliverables provided hereunder is being provided through a grant from the 
Federal Government, Vendor acknowledges and agrees that pursuant to applicable 
federal laws, regulations, circulars and bulletins, the awarding agency of the Federal 
Government reserves and will receive certain rights, including a royalty-free, non­
exclusive and irrevocable license to reproduce, publish, or otherwise use, and to authorize 
others to use, for Federal Government purposes, the Deliverables developed under this 
Agreement and the copyright or other intellectual propetty rights in and to such 
Deliverables. Similarly, in addition to any rights granted hereunder, Vendor, Vendor 
Contractors, Vendor Personnel, and the applicable Governmental Entity grants to or shall 
secure on behalf of OCIO and the State and their Authorized Contractors, to the extent 
applicable, an itTevocable, nonexclusive, perpetual, fully paid up, royalty-free, worldwide 
right and license to use, reproduce, prepare derivative works based upon, distribute 
copies of, perform, display, and host Customer-Owned Deliverables and any related 
Third Party Intellectual Property. 

Customer Propetty. Vendor, Vendor Contractors, and Vendor Personnel may have access 
to Customer Prope1ty to the extent necessary to carry out its responsibilities under this 
Agreement and in accordance with the te1ms and conditions of this Agreement and any 
Purchasing Instrument executed hereunder. Customer Property shall at all times remain 
the property of the applicable Governmental Entity. 
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Additional Rights. With respect to any rights or license granted to a Governmental Entity 
pursuant to this Agreement, a Purchasing Instrument, or any other related agreement, 
such rights or license shall be deemed, in addition to any rights conferred hereunder or 
pursuant to any other agreement, to include the following grant of rights or license to the 
applicable Governmental Entity(ies): 

6. 10.1. 

6.10.2. 

6 . 10.3. 

6.10.4. 

Use, install, host, access, execute, copy, modify, edit, format, translate, 
maintain, support, repair, enhance, test, demonstrate, and display the 
Deliverables, and prepare derivative works based on the Deliverables, in all 
media now known or hereafter created, including the right to host or install the 
Deliverables on any one or more of the computers, data center locations, 
networks, Internet or intranet sites, servers or other systems of the applicable 
Governmental Entity(ies) or any of its Authorized Contractors. 

Combine and use the Deliverables with other software, firmware, other code, 
including public code, and hardware; 

The same grant of right rights granted to the applicable Governmental 
Entity(ies) to its Authorized Contractors; and 

The right to permit access to and use of the Deliverables and its functions by 
end users, whether internal or external to the applicable Governmental 
Entity(ies). 

The foregoing license grants and rights conferred herein include a license under any 
current or future patents owned or licensable by Vendor or an applicable Third Party, 
including Vendor Contractors or Vendor Personnel, to the extent necessary for a 
Governmental Entity(ies): ( i) to exercise any license right granted herein; and (ii) to 
combine the Deliverables with any other Deliverables or any other software, firmware, 
other code, includ ing public code, and hardware. For purposes of this Agreement, if a 
Governmental Entity makes any modifications or Enhancements to the Deliverables, 
directly or indirectly, the Governmental Entity shall own such modifications or 
Enhancements. 

7. Representations, Warranties, and Covenants. 

7.1. Deliverables Free of Deficiencies. Except for Sourced Goods and Open Market Items, 
Vendor represents and warrants that the Deliverables (in whole and in part) shall: (i) be 
free from material Deficiencies; and (i i) meet, confonn to and operate in accordance with 
all Acceptance Criteria and in accordance with this Agreement during the Warranty 
Period. During the Warranty Period, Vendor shall , at its expense, repair, correct, or 
replace any Deliverable(s) that contains or experiences material Deficiencies or fails to 
meet, conform to, or operate in accordance with Acceptance Criteria with in ten ( I 0) days 
of receiving notice of such Deficiencies or failures from the app licable Governmental 
Entity. In the event Vendor is unable to repair, correct, or replace such Deliverable(s) to 
the applicable Governmental Entity' s satisfaction, Vendor shall refund the fees or other 
amounts paid for the Deliverable(s). The foregoing shall not constitute an exclusive 
remedy under this Agreement, and the applicable Governmental Entity shall be entitled to 
pursue any other available contractual, legal, or equitable remedies. Vendor shall be 
available at all reasonable times to assist the Governmental Entity with questions, 
problems, and concerns about the Deliverable(s), to infonn the Governmental Entity 
promptly of any known Deficiencies in any Deliverable(s), repair and correct any 
Deliverable(s) not performing in accordance with the warranties contained in this 
Agreement, notwithstanding that such Deliverable(s) may have been accepted by the 
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Governmental Entity, and provide the applicable Governmental Entity with all necessary 
materials and any related Services with respect to such repaired or corrected 
Deliverable(s). Acceptance Testing will not in any way relieve Vendor of its 
responsibilities to correct any Deficiency during the Warranty Period. 

7.2. Fitness for Intended Purpose. Vendor represents and warrants that it is fully aware of the 
applicable Governmental Entity's business requirements and intended purposes and uses 
for the Deliverables, and the Deliverables shall satisfy such requirements, inc luding all 
Acceptance Criteria, in all material respects and are fit for such intended purposes and 
uses. 

7.3. 

7.4. 

Quiet Enjovment. Vendor represents and warrants that: (i) it owns, possesses, holds, and 
has received or secured all rights, pe1mits, permissions, licenses, and authority necessary 
to provide Deliverables to any Governmental Entity hereunder and to ass ign, grant, and 
convey the rights, benefits, licenses and other rights assigned, granted, or conveyed any 
Governmental Entity hereunder without violating any rights of any Third Party; 
( ii) Vendor has not previously and will not grant any rights in any Deliverables to any 
Third Party that are incons istent with the rights granted to any Governmental Entity 
herein; and (iii) the applicable Governmental Entity shall peacefully and quietly have, 
hold, possess, use, and enjoy the Deliverables without suit, d isruption or interruption. 

Intellectual Property. Vendor represents and warrants that: (i) the Deliverab les (and all 
intellectual property rights therein and related thereto); and (ii) any Governmental 
Entity's use of, and exercise of any rights with respect to, the Deliverables (and all 
intellectual prope1ty rights therein and related thereto), do not and will not, under any 
circumstances, misappropriate a trade secret or infri nge upon or v iolate any copyright, 
patent, tradem ark, trade dress or other intellectual property right, proprietary right or 
personal right of any Third Party. Vendor further represents and warrants there is no 
pending or threatened claim, litigation or action that is based on a claim of infringement 
or violation of an intellectual property right, proprietary right or personal right or 
misappropriation of a trade secret related to the Deliverables. Vendor shall inform 
applicable Governmental Entities and OCIO in writing immediately upon becoming 
aware of any actual, potential, or threatened claim of or cause of action for infringement 
or violation or an intellectual prope1ty right, proprietary right, or personal right or 
misappropriation of a trade secret. If such a claim or cause of action arises or is likely to 
arise, Vendor shall, at the applicable Governmental Entity's request and at Vendor's sole 
expense: (i) procure for the applicable Governmental Entity the right or license to 
continue to use the Deliverable(s) at issue; (ii) replace such Deliverable(s) with a 
functionally equivalent or superior Deliverable(s) free of any such infringement, 
violation, or misappropriation; ( iii) modify or replace the affected portion of the 
Deliverable(s) with a functionally equivalent or superior Deliverable(s) free of any such 
infringement, violation or misappropriation; or (iv) accept the return of the Deliverable(s) 
at issue and refund to the applicable Governmental Entity al l fees, charges and any other 
amounts paid by the Governmental Entity under this Agreement or any related agreement 
with respect to such Deliverable(s). In addition, Vendor agrees to indemnify and hold 
harmless the Governmental Entity and its officers, directors, employees, officials, and 
agents as provided in the Indemnification section of this Agreement, including for any 
breach of the representations and warranties made by Vendor in this Section. The 
foregoing remedies shall be in addition to and not exclusive of other remedies avai lable 
to the Governmental Entity under this Agreement or otherwise and shall survive 
te1mination of this Agreement. 
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Workmanlike Manner. Vendor represents, warrants, and covenants that all Services to be 
performed under this Agreement shall be performed in a professional, competent, diligent 
and workmanlike manner by knowledgeable, trained and qualified personnel, all in 
accordance with the terms and Acceptance Criteria of this Agreement and the standards 
of performance considered generally acceptable in the industry for similar tasks and 
projects . In the absence of specifically defined Acceptance Criteria for the performance 
of any portion of this Agreement, the Parties agree that the applicable specification shall 
be the generally accepted industry standard. So long as the applicable Governmental 
Entity notifies Vendor of any Services performed in violation of this standard, Vendor 
shall re-perform the Services at no cost to the applicable Governmental Entity, such that 
the Services are rendered in the above-specified manner, or if Vendor is unable to 
perform the Services as warranted, Vendor shall reimburse the applicable Governmental 
Entity any fees or compensation paid to Vendor for the unsatisfactory services. 

Compliance with Law. Vendor represents, warrants, covenants, and promises that 
Vendor, Vendor Contractors, and Vendor Personnel have complied with, and shall 
continue to comply with, and, to the extent applicable, the Deliverables will comply with 
all app licable federal, state, foreign, and local laws, mies, regulations, codes, standards, 
ordinances, and orders both generally and in connection with the performance of this 
Agreement, including the following: 

7.6.1. Those prohibiting discriminatory employment practices or related to equal 
opportunity in employment or affirmative action under federa l or state law, 
rules, regulations, or orders, including Iowa Code chapter 216 and section 
l 9B. 7 and the rules of the lowa Department of Administrative Services and the 
Iowa Civil Rights Commission. Upon the State's written request, Vendor shall 
submit to the State a copy of its affirmative action plan, containing goals, time 
specifications, accessibility plans, and policies as required by Iowa 
Administrative Code chapter 11-121 . 

7.6.2. Those requiring the use of targeted small businesses as subcontractors and 
suppliers in connection with government contracts. 

7.6.3. Those pertaining to any permitting and licensure requirements in carrying out 
the work performed under this Agreement. 

7.6.4. Those relating to prevailing wages, occupational safety and health standards, 
payment of taxes, gift laws, and lobbying laws. 

7.6.5. Applicable provisions of Section 508 of the Rehabilitation Act of 1973, as 
amended, including Web Content Accessibility Guidelines (WCAG) 2.0, 
including any amendments thereto or any subsequent versions thereof, and all 
standards and requirements established by the Architectural and Transpo1tation 
Barriers Access Board. 

7.6.6. All applicable LT. Governance Document(s). 

7.6.7. To the extent a portion of the funding used to pay for the Deliverables is being 
provided through a grant from the Federal Government, the requirements set 
forth at: https:// <las. iowa. gov/sites/defau lt/fi les/procurement/pdf/lowaHSEMD 
AdditionalTermsAndConditions.pdf. 

Vendor shall take such steps as necessary to ensure Vendor Contractors and Vendor 
Personnel are bound by the terms and conditions contained in this Section. 
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Notwithstanding anything in this Agreement to the contrary, Vendor, Vendor 
Contractors, and Vendor Personnel 's failure to fulfill any requirement set forth in this 
Section shall be regarded as a material breach of this Agreement and OCIO may cancel, 
terminate, or suspend, in whole or in part, this Agreement, and any Governmental Entity 
may cancel, terminate, or suspend, in whole or in pa1t, any Purchasing Instrument. In 
addition, OCIO or the Iowa Department of Administrative Services may declare Vendor 
ineligible for future State contracts in accordance with authorized procedures or Vendor 
may be subject to other sanctions as provided by law or rule. 

Up to Date on Payments. Vendor represents and warrants it is not in arrears with respect 
to the payment of any monies due and owing any Governmental Entity within the State of 
Iowa, including the payment of taxes and employee benefits, and covenants and warrants 
it w ill not become so during the term of this Agreement, or any extensions thereof. 

Documentation. Vendor represents, warrants and covenants that for the duration of the 
Agreement and the Wa1Tanty Period, all Documentation w ill accurately reflect the 
operation of any Deliverable(s) to which the Documentation pertains, and the 
Documentation will enable applicable Governmental Entities to use and maintain such 
Deliverable(s) for their intended purposes. 

Preservation of Implied Warranties. All warranties made by Vendor in this Agreement, 
whether or not this Agreement specifically denominates Vendor's promise as a warranty 
or whether the warranty is created only by Vendor's affirmation or promise, or is created 
by a description of the Deliverables to be provided, or by provision of samples to the 
applicable Governmental Entity, shall not be construed as limiting or negating any 
warranty provided by law, including without limitation, warranties which arise through 
course of dealing or usage of trade. The warranties expressed in this Agreement are 
intended to modify the warranties implied by law only to the extent that they expand the 
warranties applicable to the Deliverables provided by Vendor. 

Cumulative Warranties. Except to the extent otherwise provided herein, Vendor's 
warranties provided in this Section are in addition to and not in lieu of any other 
warranties provided in this Agreement. All wan·anties provided for in this Agreement 
shall be cumulative, shall be deemed consistent and not in conflict, are intended to be 
given full force and effect and to be interpreted expansively to give the broadest warranty 
protection to Governmental Entities. 

8. Indemnification. 

8.1. Generally. Vendor and its successors and permitted assigns shall indemnify and hold 
harmless the applicable Governmental Entity(ies) and their employees, officers, board 
members, agents, representatives, and officials ("Indemnitees") from and against any 
and all third party claims, actions, suits, liabilities, damages, losses, settlements, 
demands, deficiencies, judgments, fines, penalties, taxes, costs and any other expenses 
(including the reasonable value of time of the Attorney General' s Office) directly or 
indirectly related to, resulting from, or arising out of this Agreement, including any 
claims related to, resu lting from, or arising out of: 

8.1.1. Any violation or breach of any term or condition of this Agreement by or on 
behalf of Vendor, including, the furnishing or making by Vendor, directly or 
indirectly, of any statement, representation, warranty or certification 111 

connection with this Agreement that is fa lse, deceptive, or misleading; 
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8.1.2. Any negligent act or omissions, intentional or willful misconduct, or unlawful 
acts of Vendor, Vendor Contractors, or Vendor Personnel ; 

8.1.3. Vendor' s, Vendor Contractor's, or Vendor Personnel ' s performance or 
attempted performance of this Agreement; 

8.1.4. Failure by Vendor, Vendor Contractors, or Vendor Personnel to comply with 
any applicable local, state, and federal laws, rules, ordinances, regulations, 
standards, or orders; 

8.1.5. Any failure by Vendor or Vendor Contractors to make all reports, payments, 
withholdings, or provide any insurance required by federal and state law, 
including with respect to Social Security, workers compensation, employee 
income, the Affordable Care Act, and other taxes, fees, or costs required by 
Vendor or Vendor Contractors to conduct bus iness in the State; 

8.1.6. Any claim involving any personal injury or damage to property, including 
Customer Property, caused, in whole or in part, by Vendor, Vendor 
Contractors, or Vendor Personnel related to the work performed or any 
Deliverables provided under this Agreement, including any Security Breach; 

8.1.7. Any claim for violation or infringement of any statutory or common law rights 
or any other rights of any person or entity, including any claims or causes of 
action involving torts, personal injury, defamation, or rights of publicity, 
privacy, confidentiality, misappropriat ion, or security, including any Security 
Breach; or 

8.1.8. Any claim for wages, benefits, compensation, insurance, discrimination, or 
other similar claims asserted against any Governmental Entity making 
purchases hereunder by any Vendor Personnel, or any claim, penalties, or fines 
made, levied, assessed, or imposed by another Governmental Entity or any 
Vendor Personnel against a Governmental Entity making purchases hereunder 
in any way related to or involving the misclassification of employees as 
independent contractors or any allegations or findings of the existence of a 
j o int-employment relationship involving any Vendor Personnel ; 

8.1.9. Any claim of misappropriation of a trade secret or infringement or violation of 
any intellectual property rights, proprietary rights, or personal rights of any 
Third Party, including any claim that any Deliverable or any use thereof (or the 
exercise of any rights with respect thereto) ("Indemnified Items") infringes, 
violates or misappropriates any patent, copyright, trade secret, trademark, trade 
dress, mask work, utili ty des ign, or other proprietary right of any Third Party 
( collectively "Claim(s )"). 

8.2. Infringement C laim Additional Remedy. lf the Indemnified Items, or any portion of 
them, become or are likely to become the subject of a Claim as provided in Section 8. 1.9, 
then, in addition to paying any damages and attorney fees as required above, Vendor 
shall, at its option, either: 

8.2. 1. Immediately replace or modify the Indemnified Items, without loss of material 
functionality or performance, to make them non-infringing, or 

8.2 .2. Immediately procure for the applicable Governmental Entity the right to 
continue using the Indemnified Items pursuant to this Agreement. 
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Any costs associated w ith implementing e ither of the above alternatives will be borne by 
Vendor. If Vendor fails to provide one of the foregoing remedies w ith in forty-five (45) 
days of notice of the C laim, in addition to any other remed ies available to the applicable 
Governmental Entity under this Agreement, at law, in equ ity, or otherwise, OCIO shall 
have the right, at its sole option, to terminate this Agreement and/or the applicable 
Governmental Entity shall have the right to terminate any related Purchasing Instrument 
and have Vendor refund all associated fees, compensation, or other amounts paid by the 
applicable Governmental Entity. 

8.3. Vendor's obligations under this Section are not limited to third-party claims, but shall 
a lso apply to any cla ims that either party may assert against the other. 

8.4. Vendor's duties as set forth in this Section shall survive termination of this Agreement 
and shall apply to all acts or omiss ions taken or made in connection with Vendor's, 
Vendor Contractor's, or Vendor Personnel's performance of th is Agreement regardless of 
the date any potential c laim is made or discovered by a Governmental Entity or any other 
lndemnitee. 

9. Default and Termination. 

9.1. Termination for Cause by OCIO or Governmental Ent ities. OCIO may terminate this 
Agreement and the applicable Governmental Entity may terminate a Purchasing 
Instrument upon written notice of Vendor's breach of any material term, condition or 
prov ision of this Agreement or the applicable Purchasing Instrument, if such breach is not 
cured w ithin the time period specified in OCIO's or the app licable Governmental Entity's 
notice of breach or any subsequent notice or correspondence delivered by OCIO or the 
applicable Governmental Entity to Vendor, provided that cure is feasible. Any time 
a llowed for cure of a default shall not e liminate or reduce any liability Vendor may have 
for any liquidated damages. In addition, OCIO may terminate this Agreement and the 
applicable Governmental Entity may terminate a Purchas ing Instrument effective 
immediately without penalty or legal liability and without advance notice or opportunity 
to cure for any of the following reasons: 

9.1.1. 

9.1.2. 

9.1.3. 

9.1.4. 

9. 1.5. 

9. 1.6. 

Vendor, directly or indirectly, furnished any statement, representation, 
warranty or certification in connection with th is Agreement that is false, 
deceptive, or materially incorrect or incomplete; 

Vendor or Vendor Contractor's officers, directors, employees, agents, 
subs idiaries, affi liates, contractors, or subcontractors has committed or engaged 
in fraud , misappropriation, embezzlement, malfeasance, misfeasance, or bad 
fai th; 

Dissolution of Vendor or any parent or affiliate of Vendor owning a controlling 
interest in Vendor; 

Vendor terminates or suspends its business; 

Vendor's authorization to engage in bus iness either in Iowa or where organized 
is suspended, terminated, revoked, or forfeited; 

Vendor, Vendor Contractors, or Vendor Personnel has fa iled to comply with 
any applicable international, federal, state, or local laws, rules, ord inances, 
regu lations, standards, or orders when performing within the scope of th is 
Agreement; 
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9.1.7. OCIO or the applicable Governmental Entity detennines or believes Vendor 
has engaged in conduct that has or may expose OCIO, the State, or the 
applicable Governmental Entity to materia l liability; 

9. 1.8. Vendor, directly or indirectly, infringes or allegedly infringes or violates any 
patent, trademark, copyright, trade dress or any other intellectual property right 
or proprietary right, or Vendor misappropriates or alleged ly misappropriates a 
trade secret; 

9.1.9. Any of the fo llowing has been engaged in by or occurred with respect to 
Vendor or any corporation, shareho lder, or entity having or owning a 
controlling interest in Vendor: 

9.1.9.1. 

9. 1.9.2. 

9.1.9.3 . 

9. 1.9.4. 

9.1.9.5. 

Commencing or penn1ttmg a filing against it which isn' t 
discharged within ninety (90) days, of a case or other proceeding 
seeking liquidation, reorganization, or other re lief with respect to 
itself or its debts under any bankruptcy, insolvency, or other 
similar law now or hereafter in effect; or fi ling an answer 
admitting the material allegations of a petition filed against it in 
any involuntary case or other proceeding commenced against it 
seeking liquidation, reorganization, or other re lief under any 
bankruptcy, insolvency, or other sim ilar law now or hereafter in 
effect with respect to it or its debts; or consenting to any such relief 
or to the appointment of or taking possession by any such officia l 
in any voluntary case or other proceeding commenced against it 
seeking liquidation, reorganization, or other re lief under any 
bankruptcy, insolvency, or other similar law now or hereafter in 
effect with respect to it or its debts; 

Seeking or suffering the appointment of a trustee, receiver, 
liquidator, custodian or other similar official of it or any substantial 
part of its assets; 

Making an assignment for the benefit of creditors; 

Failing, being unable, or admitting in writing the inabil ity 
generally to pay its debts or obligations as they become due or 
fai ling to ma intain a positive net worth and such additional cap ital 
and liquidity as is reasonably adequate or necessary in connection 
with Vendor' s perfonnance of its obligations under this 
Agreement; or 

Taking any action to authorize any of the foregoing. 

The right to term inate this Agreement pursuant to this Section shal l be in addition to and 
not exclusive of other remedies available to OCIO, the State, or other Governmental 
Entities, and OCIO, the State, or other Governmental Entities shall be entitled to exercise 
any other rights and pursue any remedies available under this Agreement, in law, at 
equity, or otherwise. Vendor shall notify OCIO and any applicable Governmental Ent ity 
in writing if any of the foregoing events occur that would authorize OCIO or the 
Governmental Entity to immediately tenninate this Agreement or a Purchasing 
Instrument. 

9.2. Termination for Cause by Vendor. Vendor may only terminate an app licable Purchasing 
Instrument upon written notice of the breach by the applicable Governmental Entity of 
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any material tenn, condition, or provision of this Agreement, if such breach is not cured 
within sixty (60) days of the applicable Governmental Entity's receipt of Vendor's 
written notice of breach. 

Termination for Convenience. Following thirty (30) days written notice, OCIO may 
terminate this Agreement in whole or in part and the applicable Governmental Entity may 
terminate a Purchasing Instrument in whole or in part for convenience without the 
payment of any penalty or incurring any further obligation or liability to Vendor. 
Termination for convenience can be for any reason or no reason at all. 

Termination Due to Lack of Funds or Change in Law. Notwithstanding anything in this 
Agreement to the contrary, OCIO shall, upon written notice, have the right to terminate 
this Agreement and the applicable Governmental Entity shall, upon written notice, have 
the right to terminate a Purchasing Instrument without penalty or liability and without 
any advance notice as a result of any of the following: 

9.4.1. The legis lature, governor, or other applicable governing body fail in the sole 
opinion of OCIO or the applicable Governmental Entity to appropriate funds 
sufficient to allow OCIO or the applicable Governmental Entity to either meet 
its obligations under this Agreement or the applicable Purchasing Instrument or 
to operate as required and to fulfill its obligations under this Agreement or the 
applicable Purchasing Instrument; or 

9.4.2. If funds are de-appropriated, reduced, not allocated, or receipt of funds is 
delayed, or if any funds or revenues needed by OCIO or the applicable 
Governmental Entity to make any payment are insufficient or unavailable for 
any other reason as determined by OCIO or the applicable Governmental 
Entity in its sole discretion; or 

9.4.3. If OCJO's or the applicable Governmental Entity ' s authorization to conduct its 
bus iness or engage in activities or operations re lated to the subject matter of 
this Agreement is withdrawn or materially altered or modified; or 

9.4.4. If OCIO's or the applicable Governmental Entity 's duties, programs, or 
responsibilities are modified or materially altered; or 

9.4.5. If there is a decision of any court, administrative law judge or an arbitration 
panel or any law, rule, regulation, or order is enacted, promulgated, or issued 
that materially or adversely affects OCIO's or the applicable Governmental 
Entity ' s ability to fulfill any of its obligations under this Agreement or the 
applicable Purchasing Instrument. 

Limitation of Pavment Obligations. In the event of a termination of this Agreement or a 
Purchasing Instrument for any reason (except for te1mination by OCJO or a 
Governmental Entity pursuant to Section 9.1), the applicable Governmental Entity shall 
pay only those amounts, if any, due and owing to Vendor for Deliverables for which 
Acceptance has been provided by the Governmental Entity up to and including the date 
of termination of this Agreement or the applicable Purchasing Instrument and for which 
the Governmental Entity is obligated to pay pursuant to this Agreement; provided 
however, that the applicable Governmental Entity ' s obligation to pay Vendor such 
amounts and other compensation shall be limited by, and subject to, legally available 
funds. Payment will be made only upon submiss ion of invoices and proper proof of 
Vendor' s claim. Notwithstanding the foregoing, this Section in no way limits the rights or 
remedies available to the applicable Governmental Enti ty and shall not be construed to 
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require the Governmental Entity to pay any compensation or other amounts hereunder in 
the event of Vendor's breach of this Agreement or any amounts otherwise withheld by 
the Governmental Entity in accordance with the terms of this Agreement. 
Notwithstanding anything in this Agreement or any related agreement to the contrary, a 
Governmental Entity shall not be liable, under any c ircumstances, for any of the 
following: 

9.5.1. 

9.5.2. 

9.5.3. 

9.5.4. 

9.5.5. 

The payment of unemployment compensation to Vendor Personnel; 

The payment of workers' compensation claims, which occur during the 
Agreement or extend beyond the date on which the Agreement terminates; 

Any costs incurred by Vendor in its performance of the Agreement, including 
startup costs, overhead or other costs associated with the performance of the 
Agreement; 

Any damages or other amounts, including amounts associated with the loss of 
prospective profits, anticipated sales, goodwill, or for expenditures, 
investments or commitments made in connection with this Agreement; 

Any taxes Vendor may owe in connection with the performance of this 
Agreement, including sales taxes, excise taxes, use taxes, income taxes or 
property taxes. 

Vendor's Termination or Expiration Duties. Upon receipt of notice of termination, upon 
expiration, or upon request of the applicable Governmental Entity, Vendor shall: 

9.6.1. 

9.6.2. 

9 .6.3. 

9.6.4. 

Except as otherwise required pursuant to Section 9.7 (Vendor 
Cooperation/Trans ition Assistance), Cease work under this Agreement and take 
all necessary or appropriate steps to limit disbursements and minimize costs, 
and furni sh a repo1i with in thirty (30) days of the date of notice of tetmination, 
describing the status of al l work performed under the Agreement and such 
other matters as OCIO or the applicable Governmental Entity may requ ire; 

Immediately cease using and return to the applicable Governmental Entity any 
property or materials, whether tangib le or intangible, provided by a 
Governmental Entity to Vendor or prepared or developed by Vendor for the 
Governmental Entity hereunder, inc luding Customer Prope1iy; 

Immediately return to the applicable Governmental Entity any payments made 
by the Governmental Entity for Deliverables that were not rendered or 
provided by Vendor; 

Immediate ly deliver to OCIO and the applicable Governmental Entity any and 
all Deliverables, including Customer-Owned Deliverables, Software, and 
Documentation, for which the applicable Governmental Entity has a property 
interest and has made payment (in whole or in part) that is in the possession of 
or under the control of Vendor, Vendor Contractors, or Vendor Personnel in 
whatever stage of development or form at the time of such termination. 

Vendor Cooperation/Transition Services. Vendor agrees that in connection with any 
termination or expiration of this Agreement or any Purchasing Instrument, Vendor wi ll 
continue to perform and provide such Deliverables under this Agreement as OCIO or the 
applicable Governmental Entity may request for a trans ition period up to 365 days from 
the effective date of such termination or expiration . As part of such request, OCIO or the 
applicable Governmental Entity will inform Vendor of the number of days during which 
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Vendor w ill perform trans ition and other related Services under this Section ("Transition 
Period"). During the Transition Period, Vendor will take all actions as may be necessa1y 
or requested by OCIO or the applicable Governmental Entity to accomplish a complete 
and time ly transition of the Serv ices from Vendor to the applicable Governmental Entity 
or any Authorized Contractor hired or utilized by the Applicable Governmental Entity to 
provide any replacement or similar Deliverables (the "New Contractor"). Vendor w ill 
use its best efforts to cooperate with the applicable Governmental Entity and any New 
Contractor, and to fully comply w ith all requests of the Governmental Entity to effect a 
smooth and timely transition and to ensure there is no interruption of any Deliverables. 
Vendor agrees that it will perform all transition services in good faith and in a 
professional and businesslike manner, and shall comply with all reasonable requests of 
the applicable Governmental Entity or any New Contractor to assist in the effo1t to 
accomplish a successful , seamless and unhindered transition and transfer of Vendor's 
responsibilities under this Agreement or the applicable Purchasing Instrument. During the 
Transition Period, and sole ly to the extent there are legally available funds to do so, the 
applicable Governmental Entity(ies) agrees to pay Vendor any fees to which Vendor 
would be entitled under this Agreement for Deliverables performed or provided during 
such period; provided this Agreement was not terminated pursuant to Section 9.1 
(Termination for Cause by OCIO or Governmental Entities) and Vendor continues to be 
in full compliance with all terms and conditions of this Agreement. In the event the 
Governmental Entity's request for transition assistance does not require Vendor to 
continue providing all of the Deliverables under this Agreement or a particular 
Purchasing Instrument, the Parties shall negotiate in good faith an equitable adjustment in 
the fees which are otherwise payable to Vendor for such Deliverables. 

9 .8. Survival. Expiration or tenn ination of this Agreement or a Purchas ing Instrument for any 
reason will not release either Patty from any liabilities or obligations set forth in this 
Agreement which: 

9.8.1. The Parties have expressly agreed in wri ting survive any such expiration or 
termination, including the following Sections: 

9.8. 1.1. 

9.8.1.2. 

9.8 .1.3. 

9.8. 1.4. 

9.8. 1.5. 

9.8.1.6. 

9.8. 1.7. 

9.8. 1.8. 

4 (Compensation and Additional Rights and Remedies); 

6 (Ownership and Intellectual Property); 

7 (Representations, Warranties, and Covenants); 

8 (Indemnification); 

9 (Term and Termination); 

10 (Confidentiality); 

11 (Securi ty/Privacy, Business Continuity, and Disaster Recovery); 
and 

12 (Contract Administration). 

9.8.2. Otherwise remain to be performed or by their nature would be intended to be 
applicable following any such expiration or termination. 

I 0. Confidentiality. 

10.1. Vendor's Treatment of Confidential Information. 
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Limited Access. Customer Data shall at all times remain the property of the 
applicable Governmental Entity, and the applicable Governmental Entity 
shall retain exclusive rights thereto and ownersh ip thereof. Vendor, Vendor 
Contractors, and Vendor Personnel may have access to Customer Data solely 
to the extent necessary to carry out their duties under the Agreement. 
Vendor, Vendor Contractors, or Vendor Personnel shall presume all 
Customer Data is considered confidential, hold all Customer Data in the 
strictest confidence, and use and permit use of Customer Data solely for the 
purposes of providing Deliverables under this Agreement, subject to any 
restrictions set forth herein or in any state and federal laws, rules, regulations, 
standards, and orders applicable either during the term of this Agreement or 
thereafter. Vendor, Vendor Contractors, and Vendor Personnel shall not 
gather, store, log, archive, use, or otherwise retain C ustomer Data in any 
manner other than as expressly authorized by this Agreement and wi ll not 
disclose, distribute, sell, commercially or political ly exploit, share, rent, 
assign, lease, or otherwise transfer or disseminate Customer Data to any 
Third Party, except as express ly permitted hereunder or as Vendor may be 
expressly directed in advance in writing by the applicable Governmental 
Entity. Vendor, Vendor Contractors, and Vendor Personnel shall not remove 
from any Governmental Entity's facilities or retain a copy of any Customer 
Data unless such removal or retention is necessary to provide or perform 
Deliverables, to fulfill their obligations under this Agreement, or is otherwise 
approved in writing by the applicable Governmental Entity. Vendor will 
immediately report the unauthorized disclosure of Customer Data to OCIO 
and the Applicable Governmental Entity. 

Destruction or Return of Customer Data. On the applicable Governmental 
Entity 's written request or upon expiration or termination of this Agreement 
or applicable Purchasing Instrument for any reason, Vendor wi ll promptly: 

I 0.1.2.1. 

10.1.2.2. 

After providing notice to the applicable Governmental Entity 
and subject to its prior written approval, return or destroy, at the 
applicable Governmental Entity's option, all Customer Data; 
and 

Provide a notarized written statement to the applicable 
Governmental Entity certifying all Customer Data has been 
returned or destroyed to the Governmental Entity, whichever is 
applicable. 

To the extent Vendor is required to destroy Customer Data pursuant to this 
Section, Customer Data shall be permanently deleted and shall not be 
recoverable, in accordance with National Institute of Standards and 
Technology ("NIST")-approved methods. 

Compelled Disclosures. To the extent required by applicable law or by 
lawful order or requirement of a court or governmental authority of 
competent jurisdiction over Vendor, Vendor may disclose Customer Data to 
a Third Party in accordance with such law, order, or requirement, subject to 
the following conditions: 

I 0.1.3 .1. As soon as becoming aware of such law, order, or requirement, 
and no-less-than five (5) business days prior to disclosing 
Customer Data pursuant thereto, Vendor will notify the 
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applicable Governmental Entity in wntmg, specifying the 
nature of and circumstances surrounding the contemplated 
disclosure, and forward any applicable process, including a 
subpoena, to the appropriate Governmental Entity for its 
review. 

Vendor w ill consult with the applicable Governmental Entity on 
the advisabi lity of taking legally-available steps to resist or 
narrow any required response or disclosure. 

Vendor will use best efforts not to release C ustomer Data 
pend ing the outcome of any measures taken by the applicable 
Governmental Entity to contest, oppose, or otherwise seek to 
limit such disclosure by Vendor or any Third Party ultimately 
obtaining such Customer Data. Vendor will cooperate w ith and 
provide ass istance to the appl icable Governmental Entity 
regarding such measures. 

Solely the extent Vendor is required to disclose Customer Data 
to a Third Party, Vendor will furnish only such portion of 
C ustomer Data as it is required to disclose and will exercise 
best effo1ts to obtain an order or other re liab le assurances that 
Customer Data will be held in confidence by any Third Patty to 
which it is disclosed. 

Notwithstanding any such compelled disclosure by Vendor, such compelled 
disclosure will not otherwise affect Vendor's obligations hereunder with 
respect to C ustomer Data so disclosed. 

I 0.2. Treatment of Vendor's Confidential Information. 

10.2 .1. 

10.2.2. 

10.2.3. 

Safeguarding Obligation. Except as otherwise provided or contemplated 
here in, and subject to applicable state, federal, and/or international laws, 
rules, regu lations, or orders (inc luding Iowa Code Chapter 22 and any 
corresponding implementing rules, regulations, or orders), Governmental 
Entities shall not intentionally disclose Vendor's Confidentia l Information to 
a Third Party (excluding other Governmental Entities and Authorized 
Contractors) without the prior written consent of Vendor. 

Destruction or Return of Vendor's Confidential Information. On tennination 
or expiration of this Agreement or the applicable Purchas ing Instrument, the 
applicable Governmental Entity shall, except to the extent othe1wise required 
by applicable laws, rules, procedures, or record retention 
schedules/requirements, return or destroy, at Vendor's option, all of 
Vendor's Confidential Infonnation (excluding items subject to any 
continuing licenses inuring to the benefit of the applicable Governmental 
Ent ity hereunder or that are required for use of any Deliverables). 

Compelled Disclosures. Notwithstanding and in addition to the foregoing, 
Governmental Entities may disclose Vendor's Confidential Infonnation: 

I 0.2.3.1. Pursuant to any legal, judicial, regulatory, or administrative 
proceedings, subpoena, summons, deposition, interrogatory, 
requests for documents, order, ruling, c iv il investigative 
demand, or other legal, adm inistrative or regulatory processes; 
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Pursuant to any applicable laws, rules, or regulations; 

If the applicable Governmental Entity reasonably determines 
such information is not a confidential record pursuant to Iowa 
Code Section 22. 7 or other applicable laws, rules, and 
regulations; or 

If the applicable Governmental Entity, in the Governmental 
Entity's sole discretion, determines Vendor has not provided or 
is unwilling to provide facts sufficient to enable the 
Governmental Entity to make a determination as to whether 
such information constitutes a confidential record under Iowa 
Code Section 22.7 or other applicable Jaws, rule, and 
regulations. 

Prior to disclosing any of Vendor's Confidential Information as permitted above, a 
Governmental Entity shall provide reasonable notice to Vendor of the circumstances 
giving rise to such disclosure. In addition, Vendor agrees to indemnify and hold 
harmless any Indemnitees from and against any and all claims, demands, liabilities, 
suits, actions, damages, losses, taxes, penalties, costs and expenses of every kind and 
nature whatsoever (including the reasonable value of time of the Attorney General's 
Office and the costs, expenses and attorney fees of other counsel retained by or on 
behalf of the Governmental Entity) arising out of, resulting from, or in any way related 
to any judgments or damages awarded against any Governmental Entity in favor of the 
party requesting any of Vendor' s Confidential Information. 

Open Records and Electronic Discovery Requests and Records Retention. Vendor will, 
upon the app licable Governmental Entity's request and within any time period specified 
by the applicable Governmental Entity, take all actions requested by the Governmental 
Entity to assist it in complying timely with any request for Customer Data or other data 
or information that may be made by any Third Party in accordance with applicable 
public or open records laws (including Iowa Code Chapter 22) or in connection with any 
subpoena, court order, discovery request, regulatory or criminal investigation or 
proceeding, or any other matter that may require the Governmental Entity to produce or 
provide Customer Data or other data or information to a Th ird Party. Vendor will 
produce and provide all Customer Data or other data or information w ithin the time 
period set forth in the Governmental Entity's request. Vendor will take all steps 
necessary to ensure Customer Data is stored and maintained in its original state so as to 
not create any spoliation, evidentiary, or electronic discovery issues. In addition, Vendor 
w ill, upon the applicable Governmental Entity' s request, take all actions requested by 
the Governmental Entity to assist it in complying with any federal, state, or local record 
retention requirements, policies, procedures, or other requirements. 

Non-Exclusive Equitable Remedy. Each Party acknowledges and agrees that due to the 
unique nature of Confidential Information there can be no adequate remedy at law for 
any breach of its obligations hereunder, that any such breach or threatened breach may 
allow a Party or Third Parties to unfairly compete with the other Party resulting in 
irreparable harm to such Party, and therefore, that upon any such breach or any threat 
thereof, each Party, including any Governmental Entity, wi ll be entitled to appropriate 
equitable remedies, and may seek injunctive re lief from a court of competent jurisdiction 
without the necess ity of proving actual loss, in addition to whatever remedies either of 
them might have at law or equity. Any breach of this Section wi ll constitute a material 
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breach of this Agreement and be grounds for immediate termination of the applicable 
Purchas ing Instrument in the exclusive discretion of the non-breach ing Party. 

10.5. Survives Termination. Vendor's duties as set forth in this Section shall survive 
termination of this Agreement and shall apply to all acts or omissions taken or made in 
connection with Vendor' s, Vendor Contractor's, or Vendor Personnel's perfo1mance of 
this Agreement regardless of the date any potential claim is made or discovered by a 
Governmental Entity. 

11. Security/Privacy, Business Continuity, and Disaster Recovery. 

11.1. Data Protection. As it relates to the System, Vendor and Vendor Contractors shall 
safeguard the confidentiality, integrity, and availability of Customer Data. In so doing, 
Vendor, Vendor Contractors, and Vendor Personnel shall comply with the following: 

11.1.1. 

I 1.1.2. 

11.1.3. 

11.1 .4. 

Implement and mainta in reasonable and appropriate administrative, 
technical, and physical security measures to safeguard against unauthorized 
access, disclosure, or theft of Customer Property. Such security measures 
shall be in accordance with recognized industry standards and controls 
( including NIST 800-53, Revis ion 4 and IS02700 1:2013), and not less 
stringent than the measures Vendor, Vendor Contractors, and Vendor 
Personnel utilize to safeguard their own Confident ial Information of like 
importance. In addition, such security measures, to the extent applicab le, 
shall comply with, and sha ll enable the applicable Governmental Entity to at 
all times comply fully with, all applicab le federal, state, and local laws, rules, 
standards, policies, or procedures ordinances, codes, regulations, and orders 
related to such security measures or other security, privacy, or safeguarding 
requirements, including any applicable I.T. Governance Document(s) or any 
applicable Governmental Entity' s then-current security policies, standards, or 
procedures that have been supplied to Vendor by such Governmental Entity. 

All Customer Data shall be encrypted at rest and in transit w ith controlled 
access. Unless otherwise expressly provided herein or otherwise agreed to by 
the Parties in writing, Vendor, Vendor Contractors, and Vendor Personnel 
are responsible for encryption of Customer Data in their possession. 
Additionally, Vendor shall ensure hard drive encryption consistent with 
validated cryptography standards as referenced in Federal Informat ion 
Processing Standards (FIPS) 140-2, Security Requirements for 
Cryptographic Modules for all Customer Data, unless the applicable 
Governmental Entity approves in writing the storage of Customer Data on a 
portable device that does not satisfy these standards. 

Storage, processing, transmission, retent ion, or other maintenance of 
Customer Data at rest and al l backups shall occur solely in the continental 
United States of America. Vendor shall not allow Vendor Personnel to store, 
process, or retain Customer Data on any portable devices, including personal 
computers, tablets, or cell phones, except to the extent such devices are used 
and permanently stored or backed up at all times only in the continental 
United States of America. 

Vendor may permit Vendor Personnel to access Customer Data remotely 
only as required to prov ide technical support. Vendor may not provide 
technical user support on a 24/7 basis us ing a follow the Sun model. 
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Additional Hosting Terms. As it relates to the System, the following shall apply: 

1 1.2. 1. 

11.2.2. 

11.2.3. 

Import and Export of Data. To the extent Customer Data is stored, retained, 
or otheiwise maintained in electronic format in connection w ith any hosting, 
infrastructure, or other similar Services, the appl icable Governmental Entity 
or its Authorized Contractors shall have the ability to import or export data or 
info1mation, including Customer Data, in who le or in part to or from such 
services, at no charge, and in such formats as may be acceptable to the 
Governm ental Entity, without interference from Vendor. In the event a 
Governmental Entity is unab le to successfully import or export data and 
information in whole or in part, Vendor sha ll assist the Governmental Entity 
in doing so at no charge. As it re lates to the export of such data and 
information, Vendor shall prov ide to or ensure the applicable Governmental 
Entity has obtained an export of any requested data or information within one 
(I) day of any request in the format specified by the Governmental Entity. 

Retention of Customer Data. Vendor agrees that in connection w ith any 
termination or expiration of this Agreement, Vendor shall not take any action 
to intentionally erase any Customer Data until otheiwise directed by the 
app licable Governmental Enti ty in accordance w ith Section I 0.1.2 
(Destruction or Return of Customer Data). 

Compliance/Audits. 

11.2.3.1. 

11.2.3.2. 

Compliance. Annually throughout the term, Vendor shall obtain 
and provide OCIO, and any Governmental Entity upon request, 
at no additional cost: 

11.2.3 . 1.1. 

11 .2.3 .1 .2. 

11.2.3.1.3. 

11.2.3.1.4. 

11.2.3.1.5. 

I 1.2.3. 1.6. 

An independent, Third-Party certificate of audit 
certifying that any Services/System complies 
with N IST 800-53, Revision 4 controls; 

An ISO/I EC 2700 I :2005 certification; 

Test or assessment resu lts of an independent, 
Third-Party assessment of application scans 
using the Open Web Application Security 
Project (OW ASP) Top Ten List; 

Test results of a penetration test conducted by an 
independent, Third-Party; and 

A copy of Vendor' s annual SOC 2 type 2 report 
(for all T rust Services Principles); and 

A Vendor produced remediation plan resulting 
from items 11.2.3 .1.1 through 11.2.3.1.5, 
inclusive. 

Ongoing Security Testing. Vendor will periodically test its 
systems for potential areas where security could be breached. 
During the term, to the extent Vendor engages a Third Party 
auditor to perform an SSAE 16 of Vendor's operations, 
information security program, and/or d isaster recovery/business 
continuity plan, Vendor shall promptly furn ish a copy of the test 
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repo1t or audit report to OCIO. In addition, Vendor shall 
disclose its non-proprietary security processes and technical 
limitations to OCIO to enable OCIO to identify compensating 
controls necessary to adequately safeguard and protect 
Customer Data. For example, Vendor shall disclose its security 
processes with respect to virus checking and port sniffing to 
OCIO. 

Security Audit by OCIO. In cooperation with Vendor and 
subject to Vendor's approval, which shall not be unreasonably 
withheld, and subject to at least ten ( I 0) days prior notice by 
and from OCIO, during the term OCIO or its Authorized 
Contractor(s) may perform security audits/scans of Vendor's 
environment, including unannounced penetration and security 
tests. Any Governmental Entity's regulators (and any federal 
agencies providing grant funds used to pay for such 
Deliverables, in whole or in part) shall have the same right upon 
request. Vendor agrees to comply with all reasonable 
recommendations that result from such inspections, tests, and 
audits within reasonable timeframes. 

Access to Security Logs and Reports. Vendor shall provide 
security logs and reports to OCIO in a mutually agreeable 
format upon request. Such reports shall include at least latency 
statistics, user access summaries, user access IP address 
summaries, user access history and security logs for a ll State 
files related to the underlying agreement. 

Backup and Recove,y. Except as otherwise set forth in a 
Purchasing Instrument, Vendor is responsible for maintaining a 
backup of Customer Data and shall maintain a 
contemporaneous backup of Customer Data that may be 
recovered within two (2) hours at any point in time. 
Additionally, unless otherwise provided in a Purchasing 
Instrument, Vendor shall store a backup of Customer Data in an 
off-site "hardened" facil ity no less than daily, maintaining the 
security of Customer Data, and consistent with the security 
requirements set forth in this Section. To the extent applicable, 
any backups of Customer Data shall not be considered m 
calculating storage used by any Governmental Entity. 

11.3.1. Background Checks. 

11.3.1.1. Floor. Vendor shall conduct nationwide criminal background 
checks on Vendor Personnel and shall not utilize any such 
personnel in the performance of this Agreement who have been 
convicted of any crime of dishonesty, including fraud, or 
otherwise convicted of any felony. A Governmental Entity may 
a lso require Vendor to conduct a work history or financial 
review of Vendor Personnel. Vendor shall provide Governmental 

HOOVER STATE OFFICE BUILDING, LEVEL 8, 1305 E. WALNUT, DES MOINES, IOWA 50319 / 515.281.5503 / CIO@IOWA.GOV 
38 



11.3 .2. 

11.3.3. 

11 .3.4. 

I 1.3. 1.2. 

11.3. 1.3. 

OCIO CN: 20 18 BUS 052 1 

Entities with these background check results in a mutually 
agreeable form and manner prior to the commencement of any 
engagement by Vendor Personnel. Vendor shall supply the 
Office with a summary of all background checks conducted 
under this paragraph upon request by the Office. 

Additional Screening. Governmental Entities reserve the right to 
subject Vendor Personnel to additional background checks and 
standards at any time prior to or during any engagement. Such 
background checks may include a work history, financial review, 
request for criminal history data, or local or state criminal history 
check, national criminal history check through the Federal 
Bureau of Investigation ("FBI"), or other background check 
requirement imposed by law, rule, regu lation, order, or policy. 
Vendor Personnel may be required to authorize the release of the 
results of criminal history checks, including those through the 
FBI, to one or more Governmental Entities, including OCIO. 
Such background checks may be conducted by the applicable 
Governmental Entity or its Authorized Contractor. 

Vendor shall be responsible for payment of all costs associated 
w ith any and all background checks to which Vendor Personnel 
are subjected, regardless of whether such background checks are 
conducted by Vendor or a Governmental Entity or its Authorized 
Contractor. 

Right to Remove Individuals. Should a Governmental Entity be dissatisfied 
with the performance, competence, responsiveness, capabilities, 
cooperativeness, or fi tness of any Vendor Personnel, the Governmental 
Entity may request the replacement of such Vendor Personnel 
("Replacement Request"). The Replacement Request shall be in writing 
and upon receipt of the request, Vendor shall make reasonable efforts to 
furnish a qualified and acceptable replacement w ithin fifteen (15) business 
days. If the applicable Governmental Entity, in its sole d iscretion, 
determines Vendor Personnel pose a potential safety or security risk, or 
other liability risk, and notifies Vendor of such risk in its Replacement 
Request, Vendor shall immediately remove such individual; any 
replacement furni shed by Vendor in connection w ith such a request may not 
perform or provide Deliverables to the applicable Governmental Entity 
unless and until the applicable Governmental Entity gives its consent to 
Vendor's use of such replacement. Vendor shall notify OCIO immediately 
upon receiving a Replacement Request from another Governmental Entity 
and promptly provide a copy of such Replacement Request to OCIO. This 
Section only applies to Fixed-Price, Not-to-Exceed Engagements. 

Security Awareness Training. Vendor shall promote and maintain an 
awareness of the importance of securing C ustomer Property, including 
Customer Data, among Vendor Personnel. 

Separation of Job Duties. Vendor shall diligently monitor and enforce 
separation of job duties, require all Vendor Contractors and Vendor 
Personnel to execute non-disclosure agreements, and limit access to and 
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knowledge of Customer Prope1ty to those Vendor Personnel to which such 
access and knowledge is absolutely necessary to prov ide Deliverables 
hereunder. 

Non-disclosure/Confidentiality Agreements. Vendor Personnel may be 
required to sign a Governmental Entity's standard confidentiality or non­
disclosure agreement(s), or other confident iality or non-disclosure 
agreement(s) as may be required by applicable law, rule, regulation, or 
po licy. 

11 .4. Security Breaches. 

11 .4. 1. 

11 .4.2. 

Reporting. Vendor or Vendor Contractors wi ll report to the applicable 
Governmental Entity and OCIO within twenty-four (24 hours) (un less a 
shorter time frame is required by applicable law, rule, or regulation) of 
Vendor's or Vendor Contractor's discovery of any actual or suspected 
Security Breach. Such report must be given in the most exped ient time 
possible and without unreasonable delay. Written confirmation must be sent 
to the applicable Governmental Entity and OCJO within forty-e ight ( 48) 
hours of discovery or notificatio n of the actual or suspected Security Breach. 
Such written confirmatio n shall include an explanation of the nature of and 
circumstances surrounding such actual or suspected Security Breach. 

Investigations in Response to Actual or Suspected Breach. 

I 1.4.2. 1. Generally. Vendor and Vendor Contractors agree, at their sole 
expense, to take all steps necessary to promptly remedy any 
actual or suspected Security Breach and to fu lly cooperate with 
the appl icable Governmental Entity and OCJO in resolv ing and 
mitigating any damage from such actual or suspected Securi ty 
Breach at Vendor's sole cost. At no additiona l cost to the 
applicable Governmental Entity or the State of Iowa, Vendor and 
Vendor Contractor will fully cooperate with the appl icable 
Governmental Enti ty, OCIO, and the Authorized Contractors of 
e ither of the forego ing in investigating such actual or suspected 
Security Breach, including reviewing and assisting in reviewing 
system, application, and access logs, conducting and assisting in 
conducting forensic audits of re levant systems, imaging and 
assisting in imaging relevant media, and making personnel 
avai lable for interview. On notice of any actual or suspected 
Security Breach, Vendor and Vendor Contractors will 
immediately institute appropriate controls to maintain and 
preserve all e lectronic evidence relating to such actual or 
suspected Security Breach in accordance with industry best 
practices. Vendor and Vendor Contractor w ill deliver to the 
applicable Governmental Entity and OCIO a root cause 
assessment and future incident m itigation plan, and deliver a 
prelimina1y assessment and plan as soon as practical and 
regularly maintain and update such assessment and plan 
throughout the course of any investigation. Vendor agrees that it 
w ill not notify any regulatory authority relating to any actual or 
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suspected Security Breach unless the applicable Governmental 
Entity specifically requests Vendor do so in writing. 

System. Notwithstanding and in place of the foregoing solely as 
it relates to the System, Vendor and Vendor Contractors agree, at 
their sole expense, to take all steps necessary to promptly 
remedy any actual or suspected Security Breach and to fully 
cooperate with the app licable Governmental Entity and OCIO in 
resolving and mitigating any damage from such actual or 
suspected Security Breach at Vendor' s sole cost. At no 
additional cost to the applicable Governmental Entity or the 
State of Iowa, while Vendor cannot permit Governmental 
Entities or their Authorized Contractors to conduct or lead an 
investigation into the cause and scope of any Security Breach, 
Vendor and Vendor Contractors will share investigatory 
information to that effect with the applicable Governmental 
Entity and OCIO. On notice of any actual or suspected Security 
Breach, Vendor and Vendor Contractors will immediately 
institute appropriate controls to maintain and preserve all 
electronic evidence relating to such actual or suspected Security 
Breach in accordance with industry best practices. Vendor and 
Vendor Contractor wi ll deliver to the applicable Governmental 
Entity and OCIO a root cause assessment and future incident 
mitigation plan, and deliver a preliminary assessment and plan as 
soon as practical and regularly maintain and update such 
assessment and plan throughout the course of any investigation. 
Unless prohibited by applicable law, rule, or regulation, Vendor 
agrees that it wi ll confer and cooperate with the app licable 
Governmental Entity and OCIO prior to notifying any regulatory 
authority relating to any actual or suspected Security Breach. 

Additional Remedies in the Event of Actual Breach. Upon the applicable 
Governmental Entity ' s determination that a Security Breach involving or 
relating to C ustomer Data has occurred, Vendor and Vendor Contractors 
shall fully cooperate with the applicable Governmental Entity and OClO in 
fully recti fying/responding to such Security Breach, including notifying all of 
the Governmental Entity ' s affected users. The applicable Governmental 
Entity shall determine, in its sole discretion, the content and means of 
delive1y of any such notifications. Notwithstanding any provision in this 
Agreement or any other related agreement to the contrary, Vendor wi ll be 
solely responsible and liable for all costs, expenses, damages, fines, 
penalties, ta'Ces, assessments, legal fees, claims, service fees, and any and all 
other amounts of any kind or nature whatsoever (including the reasonable 
value of time of the lowa Attorney General ' s Office or the costs, expenses 
and attorney fees of other counsel retained by the State or any other 
Governmental Entity) related to, arising out of, or incurred by or on behalf of 
any Governmental Entity as a result of, any Security Breach caused directly 
or indirectly, in whole or in part, by Vendor Personnel, including the cost of: 
notify ing affected individuals and businesses or reporting to appl icable 
regulators or Governmental Entities ( including preparation, printing, mailing 
and delivery); opening and closing accounts, printing new checks, embossing 
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new cards; forensic and other audits, investigations, public relations services, 
call center services, websites and toll-free numbers for assisting affected 
individuals; obtaining credit-monitoring services and identity-theft insurance 
for any person or entity whose infotmation has or may have been acquired or 
compromised; and a ll other costs associated w ith corrective or other actions 
that are taken to mitigate or address the Security Breach. Vendor wi ll 
reimburse or pay to the applicable Governm ental Entity all such expenses, 
fees, damages, and all other amounts within fifteen ( 15) business days of the 
date of any written demand or request delivered to Vendor. 

11.5. Additional Securitv Requirements. Additional security/safeguarding requirements 
applicable to Deliverables may be outlined in the applicable Purchasing Instrument, and 
shall constitute Acceptance Criteria under this Agreement to the extent outlined therein. 

11.6. Business Continuity/ Disaster Recoverv. 

11.6.1. 

11.6.2. 

Creation, Maintenance and Testing. Vendor and Vendor Contractors shall 
maintain a Business Continuity and Disaster Recovery Plan for the System 
provided hereunder ("Plan"), and implement such plan in the event of any 
unplanned interruption of the System. On or before the effective date, Vendor 
or Vendor Contractors shall provide OCIO, and other Governmental Entities 
upon request, with a copy of Vendor's or Vendor Contractor's current Plan, 
revision history, and any reports or summaries relating to past testing of the 
Plan. Vendor and Vendor Contractors shall actively test, review, and update 
the Plan on at least an annual basis using American Institute of Certified 
Public Accountants standards and other indust1y best practices as guidance. 
Vendor and Vendor Contractors shall promptly provide OCIO and other 
applicable Governmental Entities with copies of all reports and/or summaries 
resulting from any testing of the Plan and with copies of any resulting updates 
to the P lan. Throughout the tenn of this Agreement, Vendor and Vendor 
Contractors shall maintain disaster avoidance procedures designed to 
safeguard C ustomer Data and the accessibility and availabi li ty of the System. 
Additional disaster recovery/business continuity requirements may be set forth 
in individual Purchasing Instruments. 

Activation of Plan. Vendor and Vendor Contractors shall immediately notify 
OCIO and any adversely affected Governmental Entities of any disaster or 
other event in which the Plan is activated. If Vendor or Vendor Contractors 
fail to reinstate the System with in the time periods set forth in the Plan, in 
addition to any other remedies available to OCIO or other Governmental 
Entities hereunder, OCIO may immediately terminate this Agreement and 
adversely affected Governmental Entities may terminate applicable 
Purchasing lnstrument(s) as a non-curab le default under Section 9. 1 
(Te1mination for Cause by OCIO or other Governmental Entities). Without 
limiting Vendor' s obligations under this Agreement, whenever a disaster 
causes Vendor or Vendor Contractors to allocate limited resources between or 
among Vendor's or Vendor Contractor' s customers, Governmental Entities 
procuring Deliverables hereunder shall receive at least the same treatment as 
comparable Vendor or Vendor Contractor' s customers with respect to such 
limited resources. The provisions of Section 12.27 (Force Majeure) shall not 
limit Vendor's obligations under this Section. Further, nothing in this Section 
shall be construed as in any way limiting Vendor' s obligations elsewhere in 
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thi s Agreement or any rights or remedies available to any Governmental 
Entity. 

11.7. Vendor shall include the terms and conditions in this Section in all of its contracts, 
subcontracts, or other agreements with Vendor Contractors. 

12. General Provisions. 

12.1 . Ancillary Agreements and Non-Disclosure Agreements . Vendor or Vendor Contractors 
will execute any agreements to address any compliance, legal, confidentia lity, or privacy 
concerns that may be unique to an applicable Governmental Entity making purchases 
hereunder, such as a Business Associate Agreement ("BAA") or C riminal Justice 
Information System ("CJIS") Security Addendum, or any other non-disclosure or 
confidentiality agreements in connection with this Agreement or any related agreement 
deemed necessary by the applicable Governmental Entity ("Ancillary Agreement(s)"). 
Such Anci lla1y Agreements shall be attached as Special Terms and Conditions hereto 
and incorporated by reference as if fully set fo1th herein. 

12.2. Immigration Status. Vendor and Vendor Contractors are responsible for ensuring 
Vendor Personnel possess and maintain valid Visas for any Vendor Personnel for whom 
a Visa is required. Governmental Entities may require Vendor or Vendor Contractors to 
conduct E-Verify employment-elig ibility verifications of Vendor Personnel performing 
or providing Deliverab les hereunder. Vendor shall be respons ible for all costs associated 
w ith the E-Verify process, and shall provide the applicable Governmental Entity with 
the results of this process in a mutually agreeable form and manner in advance of any 
engagement hereunder. In addition, Vendor shall supply the Office with a summ ary of 
all E-Verify checks conducted under th is paragraph upon request by the Office. 

12.3. No Publicity. During the Term of this Agreement and at a ll times after the termination 
or expiration of this Agreement, Vendor, Vendor Contractors, and Vendor Personnel 
shall not make any media release or other public announcement relating to or referring 
to this Agreement or a Purchasing Instrument without OCIO 's or the applicable 
Governmental Entity' s prior written consent. Vendor, Vendor Contractors, and Vendor 
Personnel shall acquire no right to use, and shall not use, without OCIO's or the 
applicable Governmental Entity 's written consent, the terms or existence of this 
Agreement or any Purchasing Instrum ent, the names, trade names, trademarks, service 
marks, artwork, designs, or copyrighted materials of the State of Iowa or any 
Governmental Entity, its related entities, employees, assigns, successors or licensees: (a) 
in any advertis ing, publicity, press release, customer list, presentation or promotion; (b) 
to express or to imply any endorsement of Vendor or Vendor' s Deliverables by the State 
of Iowa or any Governmental Entity; or (c) in any manner other than expressly in 
accordance with this Agreement. 

12.4. Right to Hire. Under the following circumstances, and notwithstanding any non­
compete clause in any contract, subcontract, or other like agreement between Vendor or 
Vendor Contractors and Vendor Personnel, Vendor Personnel shall not be precluded 
from seeking employment with or accepting an offer of employment from: a) any 
Governmental Ent it ies making purchasing hereunder; or b) at the direction of a 
Governmental Entity making a purchase hereunder, any of its Authorized Contractors 
(or other Third Parties which have an agreement to prov ide services or other 
deliverables to the applicable Governmental Entity). 
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Independent Contractor. Vendor is an independent contractor perfo1ming services for 
Governmental Entities. 

12.5.1. 

12.5.2. 

12.5.3. 

12.5.4. 

12.5.5. 

12.5.6. 

12.5.7. 

Vendor Personnel shal l not hold themselves out as an employee or agent of 
the any Governmental Entities. 

Vendor Personnel are not eligible for and Vendor shall ensure Vendor 
Personnel never claim they are eligible for or otherwise entitled to any 
employee benefits, including retirement benefits, insurance coverage, or the 
like, available by or through the State or any other Governmental Entity. 

Vendor Personnel shall not be considered employees of any Governmental 
Entity for any purpose, including for federal or State tax purposes. 
Governmental Entities shall not withhold taxes on behalf of Vendor. Vendor 
shall be responsible for payment of all taxes in connection with any income 
earned from performing this Agreement. 

Governmental Entities shall have no right or authority to direct or control 
Vendor Personnel with respect to the performance or provisioning of 
Deliverables under this Agreement, or w ith respect to any other matter, 
except as othe1wise provided by this Agreement or a Purchasing Instrument. 
Governmental Entities are interested only in the results to be ach ieved by 
Vendor under this Agreement; the manner and method of performing and 
providing all Deliverables under this Agreement shall be under the exclusive 
control of Vendor. 

During any engagement under this Agreement, Vendor Personnel may 
perform work on behalf of, and provide Deliverables to, Third Parties, and 
may market and advertise their services to Third Parties, so long as such 
activities do not: (a) violate any terms or conditions of this Agreement; (b) 
adversely affect the performance or provisioning of Deliverables hereunder 
or satisfaction of any other duties, responsibilities, or obl igations set forth 
herein ; (c) create an actual or potential conflict of interest; (d) violate any 
intellectual property rights or interests of any Governmental Entity making 
purchases hereunder. 

Vendor and Vendor Contractors shall be free to hire employees as is 
necessary for the ir business purposes; provided, that such employees 
providing or provisioning Deliverables hereunder satisfies the terms and 
conditions of this Agreement and any Purchas ing lnstrument(s) executed 
hereunder. The Parties acknowledge and agree that Governmental Entities 
wi ll not have the authority to hire, fire, supervi se, control, or manage any 
Vendor Personnel. 

Vendor Personnel shall not receive performance reviews, vocational training, 
or business cards from any Governmental Entity; shall c learly state in any 
and all communications related to the performance or provisioning of 
Deliverables hereunder that they are employees of Vendor or Vendor 
Contractor, and not employees of the applicable Governmental Entity; and 
shall not be subject to the Governmental Entity's standard disciplinary 
practices and procedures. 
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Notwithstanding the foregoing or anything else in this Agreement to the 
contrary, the Office may require Vendor to provide or require certain training 
to or of Vendor Personnel, such as training related to sexual harassment, 
diversity training, or other training as may be required or encouraged by 
applicable law, rule, policy, or order. 

Amendments. This Agreement may be amended, modified, or replaced from time to 
time by mutua l consent of OCIO and Vendor. Both Parties must execute all amendments 
to this Agreement in writing. 

No Third Party Beneficiaries. There are no third party beneficiaries to this Agreement. 
This Agreement is intended only to benefit the OCIO, Vendor, other Governmental 
Ent ities making purchases hereunder, and their respective successors and permitted 
ass igns. 

Cho ice of Law and Forum. This Agreement shall be governed in all respects by, and 
construed in accordance with, the laws of the State of Iowa, without giving effect to the 
choice of law principles thereof. Any and all litigation or actions commenced in 
connection with this Agreement, including after expiration or termination of this 
Agreement, shall be brought in Des Moines, Iowa, in Polk County District Court for the 
State of Iowa, if j urisd iction is proper. However, if j urisdiction is not proper in the Iowa 
District Court for Polk County, but is proper on ly in a United States District Court, the 
matter shall be commenced in the United States District Court for the Southern District 
of Iowa, Central Division. Vendor irrevocably: (i) consents and agrees that any legal or 
equitab le action or proceeding arising under, in connection with or arising out of this 
Agreement shall be brought and maintained exclusively in the aforesaid courts; 
( ii) submits to and accepts, with respect to any such action or proceeding, for it and in 
respect of its properties and assets regardless of the physical or legal situs thereof, 
generally and unconditionally, the jurisdiction of the aforesaid courts; and ( iii) waives 
any objection to such jurisdiction based on forum non conveniens or otherwise. This 
provision sha ll not be construed as waiving any immunity to suit or liabil ity, in state or 
federal court, which may be available to any Governmental Entity, including sovereign 
immunity, governmental immunity, imm unity based on the Eleventh Amendment to the 
Constitution of the United States or otherwise. Vendor irrevocably consents to service of 
process by certified or registered mail addressed to Vendor's designated agent. Vendor 
appoints: Brett Trout, 516 Walnut St,, Des Moines, IA 50309 as its agent to receive 
service of process. If for any reason Vendor's agent for service is unable to act as such 
or the address of the agent changes, Vendor shall immediately appoint a new agent and 
provide OCIO and any Governmental Entities making purchases hereunder with written 
notice of the change in agent or address. Any change in the appointment of the agent or 
address will be effective only upon actual receipt by OCJO and the applicable 
Governmental Entity. Nothing in this provision will alter the right of OCIO or any other 
Governmental Ent ity to serve process in any other manner permitted by law. This 
Section sha ll survive termination of this Agreement. 

12.9. Assignment and Delegation. This Agreement may not be assigned, transferred, or 
conveyed in whole or in part without the prior written consent of the other Party, except 
that OCIO may assign, transfer, or convey this Agreement, in whole or in part, to any 
Governmental Entity that succeeds OCIO 's duties hereunder or otherwise assumes 
responsibility for functions or duties currently assumed by OCJO. Likewise, individual 
Purchasing Instruments may not be assigned, transferred or conveyed in whole or in part 
without the prior written consent of the other Party, except that the applicable 
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Governmental Entity may assign, transfer, or convey the applicable Purchasing 
Instmment, in whole or in part, to any Governmental Entity that succeeds the applicable 
Governmental Entity's duties thereunder or otherwise assumes responsibility for 
functions or duties cu1Tently assumed by that Governmental Entity to which the 
Deliverables relate. For purposes of construing this clause, a transfer of a controlling 
interest in Vendor, a merger, sale or consolidation of Vendor, or a sale of substantially 
all of Vendor' s assets shall be considered an assignment. Vendor agrees that it shall 
provide OCIO and any Governmental Entities making purchases hereunder with the 
earliest possible advance notice of any proposed sale or transfer or any controlling 
interest in or substantial assets of Vendor and of any proposed merger, sale or 
conso lidation of Vendor. Vendor agrees that it shall not use this Agreement, or any 
portion thereof, for collateral or to otherwise secure any financia l obligation of Vendor 
or any affiliate thereof without the prior written consent of OCIO or the applicable 
Governmental Entity. Vendor further agrees that it may not assign, pledge as collateral, 
grant a security interest in, create a lien against, or otherwise encumber any payments 
that may or will be made to Vendor under this Agreement. 

Use of Third Parties. None of the Deliverables to be provided by Vendor pursuant to this 
Agreement shall be subcontracted or delegated to any Third Party, including Vendor 
Contractors, without the prior written consent of the applicable Governmental Entity. 
The State of Iowa authorizes Vendor to provide Deliverables through its network of 
Vendor Contractors, subject to the prior approval of the OCIO and the applicable 
Governmental Entity, and acknowledges that Governmental Entities making purchases 
hereunder may have contact primarily with such Vendor Contractors, as opposed to 
Vendor for purposes of receiving/obtaining Deliverables hereunder. Notwithstanding the 
foregoing, Vendor shall be solely responsible and liable for the acts or omissions of such 
Vendor Contractors pursuant to and in accordance with the terms and conditions of this 
Agreement. Such consent shall not be deemed in any way to provide for the incurrence 
of any additional obligation of a Governmental Entity, whether financial or otherwise. 
Any subcontract to which a Governmental Entity has consented shall be in writing and 
shall in no way alter the terms and conditions of this Agreement. All subcontracts shall 
be subject to the terms and conditions of this Agreement and to any conditions of 
approval that the applicable Governmental Entity may deem necessary. Vendor is solely 
liable for any and all payments that may be due to Vendor Contractors pursuant to any 
subcontract. Vendor shall indemnify and hold harmless any lndemnitees from and 
against any and all claims, demands, liabilities, suits, actions, damages, losses, taxes, 
penalties, costs and expenses of every kind and nature whatsoever arising out of, 
resulting from, or in any way related to Vendor's breach of any subcontract into which it 
enters, including Vendor's failure to pay any and all amounts due to any Vendor 
Contractor. In addition, no Governmental Entity shall be responsible for any fai lure of 
any Vendor Contractors to pay any amounts that may be due Vendor, and Vendor may 
not refuse to perform its obligations under this Agreement for any such fai lure. If 
Vendor fai ls, neglects, or refuses to pay promptly, as due, any claim for labor or services 
furnished to Vendor or any subcontractor by any person in connection with Deliverables 
performed or provided under this Agreement, the applicable Governmental Entity may 
pay such claim and charge the amount of the payment against funds due or to become 
due Vendor under this Agreement. The payment of a claim in such manner shall not 
relieve Vendor or its surety from any obligation with respect to any unpaid claims. All 
subcontracts shall contain provisions which allow Governmental Entities making 
purchases hereunder to access the subcontractor's books, documents, and records and 
for inspections of work, as required of Vendor herein. No subcontract or delegation of 
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work shall relieve or discharge Vendor from any obligation, provis ion, or liability under 
this Agreement. Vendor shall remain responsible for such performance and shall be fully 
responsible and liable for all acts or omissions of any Vendor Contractors. Any action of 
a Vendor Contractor, which, if done by Vendor, would constitute a breach of this 
Agreement, shall be deemed a breach by Vendor and have the same legal effect. The 
term "Vendor" as used in this Agreement shall, unless the context clearly requires to 
the contrary, be deemed to include Vendor Contractors and Vendor Personnel. 

Integration . This Agreement represents the entire agreement between the Parties 
concerning the subject matter hereof, and neither Party is rely ing on any representation 
that may have been made which is not included in this Agreement. Thus, no 
Governmental Entity shall be bound by any "shrink-wrap" agreement, "c lick-wrap" 
agreement, "browser-wrap" agreement, or "sneakwrap" agreement, or any other simi lar 
agreement that may accompany or relate to a Deliverable. Vendor acknowledges that it 
has thoroughly read this Agreement and all related Special Tenns and Conditions, 
Ancil lary Agreements, schedules, exhibits, and other like documents and has had the 
opportunity to receive competent advice and counsel necessary for it to form a complete 
understanding of all rights and obligations herein and to accept the same freely and 
w ithout coercion of any kind. Accordingly, this Agreement shall not be construed or 
interpreted against any Governmental Entity on the basis of draftsmanship or 
preparation thereof. 

Supersedes Former Agreements/Transition of Purchasing Instruments. 

12.12.1. 

12.12.2. 

This Agreement supersedes all prior Agreements between the State of Iowa 
and Vendor for the Deliverables provided in connection with this 
Agreement. 

To the extent Vendor or Vendor Contractors are performing or providing 
Deliverables under active Purchasing Instruments, Statements of Work, or 
other s imilar requisitions or like instruments pursuant to the Old Contract, 
Vendors performance or provisioning of Deliverables under such 
instruments shall transfer and continue under the terms and condit ions of 
this Agreement. 

Waiver. Except as specifically provided for in a waiver signed by duly authorized 
representatives of the applicable Governmental Entity and Vendor, failure by a 
Governmental Entity or Vendor at any time to require performance by the other Party or 
to claim a breach of any provision of this Agreement shall not be construed as affecting 
any subsequent breach or the right to require performance with respect thereto or to 
claim a breach with respect thereto. No term or condition of this Agreement shall be 
held to be waived, modified, or deleted except by an instrument, in writing, signed by 
the Parties hereto. 

Notices. Notices under this Agreement shall be in wntmg and delivered to the 
representative of the Party to receive notice (identified below) at the address of the Party 
to receive notice as it appears below or as otherwise provided for by proper notice 
hereunder. The effective date for any notice under this Agreement shall be the date of 
delivery of such notice (not the date of mai ling) which may be affected by certified U.S. 
Mail return receipt requested with postage prepaid thereon or by recognized overnight 
delivery service, such as Federal Express or UPS: 
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If to the State: 

Attn: Business Services Division Administrator 

Iowa Office of the Chief Information Officer 

Hoover State Office Building, Level B 

Des Moines, IA 50319 

If to Vendor: 

Computer Aid Inc. 

Attn: Finance 

1390 Ridgeview Drive, Suite 301 

Allentown, PA 18104 

If to another Governmental Entity: the individual/address specified in the applicable 
Purchasing Instrument. 

Any notice or communication sent by certified U.S. Mail under this Agreement shall be 
deemed given upon receipt as evidenced by the U.S. Postal Service return receipt card, or 
if sent by overnight delivery service, upon receipt as ev idenced by the s ignature attained 
by the carrier. From time to time, the Parties may change the name and address of a party 
designated to receive notice. Such change of the designated person shall be in writing to 
the other party and as provided herein. 

12. 15. Cumulative Rights. The various rights, powers, options, elections, and remedies of 
OCIO, the State, and Governmental Entities provided for in this Agreement shall be 
construed as cumulative and no one of them is exclusive of the others or exclusive of 
any rights, remedies or priorities allowed by law, and shall in no way affect or impair 
the right of OCIO, the State, and Governmental Entities to pursue any other contractual, 
equitable, or legal remedy to which they may be entitled. The election by OCIO, the 
State, or any Governmental Entity of any one or more remedies shall not constitute a 
waiver of the right to pursue other available remedies. 

12.16. Severability. If any provision of this Agreement is determ ined by a court of competent 
jurisdiction to be invalid or unenforceable, such determination shall not affect the 
validity or enforceabi lity of any other part or provision of this Agreement. 

12. 17. Time is of the Essence. Time is of the essence with respect to Vendor's performance of 
its obligations under this Agreement. Vendor shall ensure that all Vendor Contractors 
and Vendor Personnel providing Deliverables hereunder are responsive to the applicable 
Governmental Entity' s requirements and requests in all respects. 

12. 18. Authorization. Vendor represents and warrants that it has the right, power, and authority 
to enter into and perform its obligations under this Agreement and that it has taken all 
requisite action (corporate, statutory, or otherwise) to approve execution, delivery, and 
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performance of this Agreement, and this Agreement constitutes a legal, valid, and 
binding obligation of Vendor, enforceable in accordance with its terms. 

Successors in interest. All the terms, provisions, and conditions of the Agreement shall 
be binding upon and inure to the benefit of the Parties hereto and their respective 
successors, assigns, and legal representatives. 

Records Retention and Access. Vendor shall maintain books, documents and records 
that sufficiently and properly document Vendor' s performance under this Agreement, 
including records that document all fees and other amounts charged during the term of 
this Agreement, for a period of at least five (5) years following the later of the date of 
final payment, termination or expiration of this Agreement, or the completion of any 
required audit. Vendor shall permit the Auditor of the State of Iowa or any authorized 
representative of the State, the auditor of any Governmental Entity making purchases 
hereunder or any authorized representative thereof, and where federal funds are 
involved, the Comptroller General of the United States or any other authorized 
representative of the United States government, at no charge, to access and examine, 
audit, excerpt and transcribe any pe1tinent books, documents, electronic or optically 
stored and created records or other records of Vendor relating directly or indirectly to 
Vendor' s performance under this Agreement. Vendor shall not impose a charge or seek 
payment for any fee, charge, or expense associated with any audit or examination of 
such books, documents and records. Vendor shall require Vendor Contractors to agree to 
the same provisions of this section. 

Headings or Captions and Terms. The section headings or captions are for identification 
purposes only and do not limit or construe the contents of the sections. Unless the 
context of this Agreement otherwise clearly requires, references to the plural include the 
singular, references to the singular include the plural, and the word "or" has the 
inclusive meaning represented by the phrase "and/or." The words " include" and 
" including" shall be deemed to be followed by the phrase "without limitation." The 
words " thereof," "herein," "hereunder," and similar terms in this Agreement refer to this 
Agreement as a whole and not to any particular provision of this Agreement. 

Multiple Counterparts. This Agreement may be executed in several counterparts, all of 
which when taken together shall constitute one contract binding on all Parties, 
notwithstanding that all Patties are not signatories to the same counterpart. Each copy of 
this Agreement so executed shall constitute an original. 

Not a Joint Venture. Nothing in this Agreement shall be construed as creating or 
constituting the relationship of the partnership, joint venture ( or other association of any 
kind or agent/principal relationship) between the Parties hereto. No Party, unless 
otherwise specifically provided for herein, has the authority to enter into any agreement 
or create an obligation or liability on behalf of, in the name of, or bind ing upon, another 
Party to this Agreement. 

Attachments. The Parties agree that if an Addendum, Attachment, Rider, Schedule, 
Appendix, or Exhibit is attached hereto by the Parties, and referred to herein, then the 
same shall be deemed incorporated herein by reference. 

Further Assurances and Corrective Instruments. The Parties agree that they will , from 
time to time, execute, acknowledge, and deliver, or cause to be executed, acknowledged 
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and delivered, such supplements hereto and such fmther instruments as may reasonably 
be required for carrying out the expressed intention of this Agreement. 

Obligations of Joint Entities. If Vendor is a joint entity, consisting of more than one 
individual, partnership, corporation or other business organization, all such entities shall 
be jointly and severally liable for carry ing out the activities and obligations of this 
agreement, and for any default of such activities and obligations. 

Force Majeure. Neither Party shall be in default under this Agreement if performance is 
prevented, delayed or made impossible to the extent that such prevention, delay, or 
impossibility is caused by a "force majeure." The tenn "force majeure" as used in this 
Agreement includes an event that no human foresight could anticipate or which if 
anticipated, is incapable of being avoided. Circumstances must be abnormal and 
unforeseeable, so that the consequences could not have been avoided through the 
exercise of all due care, such as acts of God, war, civil disturbance and other similar 
catastrophic events or causes. The delay or impossibility of performance must be beyond 
the control and without the fault or negligence of the Patties. "Force majeure" does not 
include: financial difficulties of Vendor or Vendor Contractors; claims or court orders 
that restrict Vendor's or Vendor Contractor ' s ability to perform or deliver the 
Deliverables contemplated by this Agreement; strikes; labor unrest; or supply chain 
disruptions. If delay results from a Vendor Contractor's conduct, negligence or failure to 
perform, Vendor shall not be excused from compliance with the term s and obligations of 
Vendor unless the Vendor Contractor is prevented from timely performance by a "force 
majeure" as defined in this Agreement. If a "force majeure" delays or prevents Vendor's 
performance, Vendor shall immediately use its best efforts to directly provide alternate, 
and to the extent possible, comparable performance. Comparability of performance and 
the possibility of comparable performance shall be determined solely by the 
Governmental Entity adversely affected. The Party seeking to exercise this provision 
and not perform or delay performance pursuant to a "force majeure" shall immediately 
notify the other Party of the occurrence and reason for the delay. The Parties shall make 
every effort to minimize the time of nonperformance and the scope of work not being 
performed due to the unforeseen events. Dates by which Vendor's performance 
obligations are scheduled to be met will be extended only for a period of time equal to 
the time lost due to any delay so caused. 

Material Breaches. The references in this Agreement to specific material breaches of this 
Agreement shall not be construed as implying that other breaches of thi s Agreement are 
not material. 

Right of Inspection/Contract Compliance. Vendor shall a llow OCIO, a Governmental 
Entity making purchases hereunder, or a designee of either of the foregoing to inspect 
Vendors books and records at reasonable times in order to monitor and evaluate 
performance of this Agreement. All subcontracts shall contain provisions which 
allowing the same. In addition, Vendor agrees that OCJO or its designee may conduct a 
complete contract compliance audit at least once annually during the term of this 
Agreement and after termination or expiration of this Agreement to determine whether 
or not Vendor is complying with the terms of this Agreement and any re lated Purchasing 
Instruments. Vendor shall promptly comply with and correct any deficiencies noted in 
the audit report as audit exceptions and will promptly implement any recommendations 
reasonably requested by OCIO or its des ignee. Vendor shall not impose any charge or 
fee in connection with any contract compliance audit. 
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12.30. Taxes. Vendor shall be responsible for paying any taxes incurred by Vendor in the 
performance of this Agreement. OCIO and the State are exempt from the payment of 
State sales and other taxes: https://das. iowa.gov/sites/default/files/acct sae/man for ref/ 
forms/sales tax exempt letter.pdf. Other Governmental Entities may be exempt from 
the payment of State sales and other taxes as well. 

12.31. Title to Property. Title to all property, including Customer Property, furnished by a 
Governmental Entity to Vendor to facilitate the performance of this Agreement shall 
remain the so le property of that Governmental Entity. All such property shall only be 
used by Vendor for purposes of fulfilling its ob ligations under this Agreement and shall 
be returned to the applicable Governmental Entity upon the earliest of completion, 
termination, cancellation of th is Agreement or the applicable Purchasing Instrument, or 
at the applicable Governmental Entity's request. Vendor acknowledges that it shall 
acquire no interest or rights in and to such property. Except as expressly provided for in 
this Agreement, Vendor shall not disclose or use such property for any purpose, 
including pledging or encumbering it, selling or using it for monetaty gain, using it to 
compile mailing lists, solicit business or pursue other business activities, or otherwise. 
Title to all property purchased by Vendor, for which Vendor has been reimbursed or 
paid by a Governmental Entity under this Agreement, shall pass to and vest in that 
Governmental Entity, except as otherwise provided in this Agreement. 

12.32. Exclus ivity. This Agreement is not exclusive. During the term of this Agreement, any 
Governmental Entity making purchases hereunder may obtain similar or identical 
Deliverables from other vendors. 

12 .33. Award of Related Agreements. Governmental Entities making purchases hereunder may 
undertake or award supplemental or successor agreements for work related to this 
Agreement. Vendor shall cooperate fully with Authorized Contractors who may be 
engaged by a Governmental Entity in connection with this Agreement. Any reference 
herein to a Governmental Entity's designee or other like reference shall be deemed to 
include its Authorized Contractors. Vendor wi ll ensure that any Vendor Contractors or 
Vendor Personnel will abide by this provision. 

12.34. Sovereign Immunity. No Governmental Entity waives sovereign immunity or any other 
immunity avai lable to it by entering into this Agreement and specifically retains and 
reserves the defense of sovereign immunity and all defenses available under State and 
federal laws, rules, and regulations for any claim arising out of or related to this 
Agreement 

12.35. Attorney's Fees and Expenses. 1n the event Vendor defaults on any of its obligations 
under this Agreement, Vendor shall pay to the applicable Governmental Entity all costs 
and expenses (including the reasonable value of time of the Attorney General's Office 
and the costs, expenses and attorney fees of other counsel retained by or on behalf of the 
Governmental Entity) incurred by the applicab le Governmental Entity in enforcing this 
Agreement or any of its rights and remedies with respect thereto. Solely to the extent: 
permitted by applicab le law, rule, regulation, or order; ordered by court of competent 
jurisdiction as part of a final judgment and fo llowing the final resolution of any appeals 
taken therefrom or related thereto; and subject to any approval processes applicable to 
the applicable Governmental Entity as it relates to approving the payment of any 
settlements or claims, in the event a Governmental Entity defaults on any of its 
obligations under this Agreement, the Governmental Entity shall pay to Vendor the 
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reasonable costs and expenses incurred by Vendor in enforcing this Agreement or any of 
its rights and remedies with respect thereto. 

Care and Use of Propetty. Vendor shall be responsible for the proper custody and care 
of any property, data, databases, software, interfaces, hardware, te lecommunications 
lines and equipment, intellectual property, including Customer Property, furnished by a 
Governmental Entity for Vendor's use in connection with the performance of the 
Agreement. Vendor shall exercise its best efforts to prevent damage to all such property 
and shall, at the applicable Governmental Entity's request, restore damaged property to 
its condition prior to the damage at the sole expense of Vendor. Such restoration shall be 
complete when judged satisfactory by the appl icable Governmental Entity. In addition, 
at the applicable Governmental Entity' s request, Vendor will reimburse the 
Governmental Entity for any loss or damage to such property caused by Vendor, Vendor 
Contractors, or Vendor Personnel. In addition to any other terms or conditions of this 
Agreement, Vendor, Vendor Contractors, and Vendor Personnel shall use Customer 
Property solely for purposes of providing or performing Deliverables under the 
Agreement; shall not use Customer Property to create, transm it, share, copy or display 
messages, images or materials that are for personal gain, so licitations, chain letters or 
messages, gam ing, images or materials that are threatening, pornographic, sexually 
explicit, harassing or demeaning to any person or group; and shall not take any action 
that wou ld impair the value of, or goodwill associated with, the name, property and 
intellectual property rights of any Governmental Entity, including OCIO or the State. 
Vendor shall obtain the prior advance written approval from the Governmental Entity 
prior to Vendor' s use ( in advertising, publicity, public contract bidding, or otherwise) of 
the name, marks, or intellectual property rights of any Governmental Entity. Vendor, 
Vendor Contractors, and Vendor Personnel shall have no expectation of privacy in any 
data or information created, stored, transmitted, or processed using Customer Property. 

Conflicts of Interest. Vendor represents, warrants, and covenants that no relationship 
exists or will exist during the term of the Agreement between Vendor, Vendor 
Contractors, or Vendor Personnel and any Governmental Entities making Purchases 
hereunder that is or may constitute a conflict of interest or appearance of impropriety. 
To the extent applicable, the provi sions of Iowa Code C hapter 68B shall apply to this 
Agreement and any Purchasing Instruments executed hereunder, and Vendor, Vendor 
Contractors, and Vendor Personnel shall not engage in any conduct or permit any Third 
Party from engaging in any conduct that would violate that chapter. 

Use of this Agreement required for Partic ipating Agencies/Compliance with State I.T. 
Standards. Policies. and Procedures. 

12.38. 1. Pursuant to Iowa Code sections 8B.2 I ( I )(a) and 88.24(3 ), which, 
respectively, authorize OCIO to " [a]pprov[e] infornrntion technology for 
use by agencies and other governmental entities," and to "develop policies 
and procedures that apply to all information technology goods and services 
acquisitions, and ... ensure the compliance of all patticipating agencies," 
absent a waiver granted pursuant to Iowa Code section 88.2 1(5) and 
corresponding implementing rules, Participating Agencies are required to 
use this Agreement for the purchase of the Deliverables available or 
described hereunder or other like or similar Deliverables. Participating 
Agencies must execute Purchasing Instruments hereunder if they w ish to 
purchase Deliverables avai lable or described hereunder or other like or 
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similar Deliverables, and may not enter into separate or competing contracts 
or other agreements for the purchase of such Deliverables. 

Failure of a Participating Agency to fo llow the above requirement or to 
comply with any applicable I.T. Governance Document(s), including 
operationalizing the Procurement Policy, in addition to any other remedies 
available under applicable law, rule, or regulation, may be barred from 
utilizing th is Agreement or other agreements made available to 
Governmental Entit ies by OCIO. Upon a determ ination by OCIO that a 
Participating Agency has failed to comply with the requirements of this 
Section or any other applicab le LT. Governance Document, OCIO may 
notify Vendor that the Participating Agency is barred from executing any 
new Purchasing Instruments hereunder, and Vendor shall not execute any 
new Purchasing Instruments with the Participating Agency unless or unti l 
Vendor receives written authorization from OCIO to do so. 

Notwithstanding the foregoing, this provision sha ll not apply to the 
following entities, which may, to the extent permitted by applicable law, 
rule, regulation, or order, enter into separate or competing contracts for the 
purchase of the Deliverables available or described hereunder or other like 
or similar Deliverables: 

12.38.3 .1. 

12.38.3.2. 

12.38.3 .3. 

12.38.3.4. 

12.38.3 .5. 

Any Governmental Entity, other than a Participat ing Agency; 

The office of the governor or the office of an elective 
constitutional or statutory officer; 

The general assembly, or any office or unit under its 
adm inistrative authority; 

The judic ial branch, as provided m Iowa Code section 
602. 11 02; 

The state board of regents and institutions operated under its 
authority. 

HOOVER STATE OFFICE BUILDING, LEVEL B, 1305 E. WALNUT, DES M OINES, IOWA 50319 / 515.281.5503 / CIO@IOW A.GOV 

53 



OCIO CN: 2018 BUS 052 1 

SPECIAL TERMS AND CONDITIONS/RA TE CARDS 

The following Special Tenns and Conditions are part of and incorporated into the State of Iowa 
and Computer Aid, Inc., Information Technology Managed Services and Staff Augmentation Master 
Services Agreement, Contact No. 2018 BUS 0521, ("Agreement") between the State of Iowa, acting by 
and through the Office of the Ch ief Information Officer ("OCIO"), and Computer Aid, Inc., a 
corporation organized under the laws of Commonwealth of Pennsylvania ("Vendor"), dated July 1, 2018. 
Capitalized tenns not defined in this herein are as defined in the Agreement. These Special Tenns and 
Conditions establish the Baseline/not-to-exceed Rates pursuant to which Governmental Entities may 
make purchases hereunder. These Baseline/not-to-exceed Rates may only be modified upon prior written 
approval of OCIO. 

Rate Cant 

Job Title Level Vendor Bill 

Applications Architect AA! $79.77 $86.47 

Applications Architect AA2 $91.92 $99.64 

Applications Architect AA3 $100.24 $ 108.66 

Applications Systems Analyst ASAI $58.66 $63 .59 

Applications Systems Analyst ASA2 $63.51 $68.84 

App lications Systems Analyst ASA3 $69.52 $75.36 

Business Analyst BAI $38.47 $41.70 

Business Analyst BA2 $47.09 $5 1.05 

Business Analyst BA3 $51.54 $55.87 
---j 

Business Analyst BA4 $54.04 $58.58 

Business Analyst BAS $61.08 $66.21 

Business Analyst BASB $65. 13 $70.60 

Business Analyst BA6 $76.87 $83.33 

Business Subject Matter Expert - SMEE2 $99.69 $108.06 
Executive 

---
Business Subject Matter Expert - SMEM I $112.09 $ 121.51 
Management 

CADD/GIS Administrator CGAI $42.65 $46.23 
-, 

---
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CADD/GIS Administrator CGA2 $50.4 1 $54.64 

CADD/GIS Administrator CGA3 $55.30 $59.95 

CADD/GIS Technician CGTI $30.03 $32.55 

Cloud Adm inistrator CAM I $62.85 $68.13 

Cloud Adm inistrator CAM2 $70.08 $75.97 ~ 
Cloud Administrator CAM3 $78.03 $84.58 

---1 

Cloud Architect CARI $75.30 $8 1.63 

Cloud Arch itect CAR2 $82.72 r 89.67 I 
t -

Cloud Architect CAR3 $90.5 1 $98. 11 

Cloud Developer CDI $68. 19 $73.92 
--- -

Cloud Developer CD2 $76.74 $83. 19 

Cloud Developer CD3 $85. 12 $92.27 ---Cloud Developer CD4 $94.01 $101.9 1 

I Computer Operator CO i $38.06 $4 1.26 

Computer Operator CO2 $4 1.29 $44.76 
--- --- ----I 

Database Administrator DBAI $47.21 $51.18 

Database Administrator DBA2 $56.43 $61.17 
---

Database Administrator DBA3 $61.87 $67.07 
---- -- I Database Administrator l DBA4 $64.86 $70.31 

I 

Database Adm inistrator OBAS $72.21 $78.28 

l -- -- -
Database Adm inistrator DBA6 $75.98 $82.36 

---I 
Development Team Lead DTLI $98.37 $106.63 _J 
Desktop Support DSI $27.71 $30.04 

----
I Desktop Support DS2 $30.64 $33.21 -, '"1 I $36.08 Desktop Support DS3 $33 .28 
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Enterprise Architect ET! $107.6 1 $116.65 

Enterprise Arch itect ET2 $ 120.02 $130. 10 

ERP Analyst EAi $62.5 1 $67.76 
--- -ERP Analyst 1 EA2 $68.52 $74.28 

ERP Analyst EA3 $75. 14 I $8 1.45 

ERP Database Administrator EDBA I $66. 17 $7 1.73 

ERP Database Administrator EDBA2 $73.96 $80. 17 

ERP Database Administrator EDBA3 $82.0 1 $88.90 

ERP Developer EED I $62.5 1 $67.76 

ERP Developer EED2 $68.52 
-, 

$74.28 
----

ERP Developer EED3 $75.14 $81.45 

ERP Project Manager EPI $97.43 $105 .6 1 

ERP Project Manager EP2 $ 107.05 $ 11 6.04 

GIS Analyst G ISAI $125.79 $ 136.36 

G IS Systems Specialist GISS I $98.37 $ 106.63 

GIS Systems Specialist GISS2 $ 102.32 $ 11 0.91 

GIS Technician G IST! $68.68 $74.45 

GIS Technician G IST2 $80.26 $87.00 
---

G IS Technician GIST3 $89.33 $96.83 

Graphic Designer GD I $50.44 $54.68 
---, 

Graph ic Designer GD2 $55.46 $60.12 

Help Desk Suppo1t HDS I $ 16.30 $ 17.67 

Help Desk Support HDS2 $33.46 $36.27 

Help Desk Support HDS3 $35.75 $38.75 

Infrastructure Architect IA I $58.7 1 $63.64 
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Infrastructure Architect IA2 

Infrastructure Architect 

Infrastructure Technical Specialist 

Infrastructure Technical Speciali st 

Infrastructure Technical Specialist 

Infrastructure Technical Special ist 

Intern 

IT Security Architect 

IT Security Architect 

IT Security Engineer 

IT Security Engineer 

IT Security Engineer 

IT Security Auditor 

I ~ Strategist 

IT Strategist 

LAN/WAN Administrator 

LAN/WAN Adm inistrator 

Lead Computer Operator 

Lead Computer Operator 

Lead Help Desk Ana lyst 

Mobile Specialist 

Mobile Specialist 

Mobi le Specialist 

Mobile Specialist 

Network Analyst 

IA3 

ITS I 

ITS2 

ITS3 

ITS4 

fN I 

!TSA I 

ITSA2 

ISE I 

fSE2 

1SE3 

ITAU l 

ITS I 

TTS2 

LWA I 

LWA2 

LCOl 

LC02 

LHDA I 

MS I 

MS2 

MS3 

MS4 

NAI 

OCIO CN: 2018 BUS 0521 

$65.34 $70.83 I 
----1 

$71.53 

$76.72 

$88.57 

$99.69 

$112.09 

$ 16.49 

$96.56 

$109.40 

$87.33 

$95.34 

$105.60 

$12 1.95 

$111.89 

$ 125.43 

$77.54 

$83 .16 

$96.01 

$108.06 

$ 121.51 

$17.88 

$104.67 

$118.59 

$94.67 

$ 103.35 

$11 4.47 

$132.19 

$12 1.29 

$135.97 

$63 .71 $69.06 

$70.53 ----11 $76.45 

$59.63 

$73.07 

$67.07 

$6 l. 75 

$73.97 

$81.71 

$86.07 

$40.49 

$64.64 

$79.2 1 

$72.70 

$66.94 

$80.18 

$88.57 

$93.30 

$43.89 

I 
I 

_j 
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Network Analyst NA2 $48.39 
------i 

$52.45 
-----

Network Analyst NA3 $53.60 $58.10 

Network Analyst NA4 $56.44 $61. 18 

Network Architect NARI $81.78 $88.65 

Network Arch itect NAR2 $87.82 $95.20 

Network Engineer NEl $44.60 $48.35 

Network Engineer NE2 $52.67 $57.09 
~ 

Network Engineer NE3 $57.56 $62.40 

Network Engineer NE4 $60.20 $65.26 

Program Manager/Engagement PREM ! $ 128.45 $ 139.24 
Manager 

Program Manager/Engagement PREM2 $ 156.49 $169.64 
Manager 

---
Project Manager PM I $52.40 $56.80 

Project Manager PM2 $62.29 $67.52 _J 
I 

Project Manager PM3 $68.07 $73.79 I 

Project Manager PM3B $75.36 $81.69 

Project Manager PM4 $81.24 $88.06 
---

Project Manager PM5 $86.32 $93.57 

Project Manager PM6 $95. 15 $103.14 

QA Manager QAMI $89.23 $96.73 

Quality Assurance/Tester QAT I $39.78 $43.1 2 
----

Quality Assurance/Tester 1 QAT2 $44.46 $48. 19 

Quality Assurance/Tester QAT3 $46.69 $50.61 

Security Analyst SA i $39.67 $43.00 

Security Analyst SA2 $47.02 $50.97 
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Security Analyst 

Security Analyst 

Senior Systems Architect 

Software Developer/Programmer 

Software Developer/Programmer 

Software Developer/Programmer 

Software Developer/Programmer 

Software Developer/Programmer 

Software Developer/Programmer 

SA3 

SA4 

SSYSARI 

SDP I 

SDP2 

SDP3 

I SDP4 

SO PS 

------1 

SDP6 

STORADM l 

STORADM2 

STORADM3 

STORADM4 

Storage Administrator 

Storage Administrator 

Storage Administrator 

Storage Administrator 

Systems Administrator 

f Systems Administrator 

I Systems Administrator 

Systems Administrator 

Systems Architect 

Technical Specialist 

Technical Specialist 

Technical Specia list 

Technical Specialist 

Telecom Engineer 

Telecom Engineer 

Trainer/Technical Writer 

SYSADM I 

SYSADM2 

SYSADM3 

SYSADM4 

SYSAR I 
1---

TS ! 

TS2 

TS3 

TS4 

TEI 

TE2 

TTWI 

$5 1.63 

$54.08 

$86.46 

$47.79 

$56.29 

$6 1.22 

$64.0 1 

$69.79 

$78.68 

$49.01 

$58.49 

$63.93 

$66.80 

$39.62 

$44.0 1 

I $47. 16 

$49.19 

$79.44 

$64.29 

$80.35 

$87.35 

$94.7 1 

$65.95 

$72.84 

$30.46 
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$55.97 
-

$58.62 

I $93 .72 
-

$5 1.80 

$6 1.02 

$66.36 
-
$69.39 

$75.65 

$85.29 
-

$53.13 
--

$63.40 

$69.30 
--

$72.4 1 

$42.95 -
$47.71 

--
$5 1.1 2 

$53.32 

$86. 11 
--

$69.69 

$87. 10 
-

$94.69 
-

$ 102.67 

$71.49 

$78.96 

I $33.02 
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Trainer/Technical Writer TTW2 $36.61 $39.69 

Voice/Data Engineer VDEI $38.42 $41.65 

Voice/Data Engineer VDE2 $44.54 $48.28 

Voice/Data Engineer VDE3 $46.49 $50.40 

Web Content Architect WCAI $30.42 $32.98 

Web Content Architect WCA2 $36.40 $39.46 
---

Web Content Architect WCA3 $40.05 $43.41 

Web Content Architect WCA4 $42.03 $45.56 

Web Developer WDI $64.98 $70.44 
____J 

Web Developer WD2 $72. 12 $78.18 

Website Architect WAI $44.66 $48.41 

Website Architect WA2 $52.70 $57.13 

Website Architect WA3 $57.97 $62.84 
---

Website Architect WA4 $61.06 $66. 19 
---
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Special Terms and Conditions 
Service Levels ("SLA") 

OCIO CN: 20 18 BUS 0521 

The following Special Terms and Conditions/Service Level Agreement is part of and 
incorporated into the State of Iowa and Computer Aid, Inc., Information Technology Managed Services 
and Staff Augmentation Master Services Agreement, Contact No. 2018 BUS 05218, ("Agreement") 
between the State of Iowa, acting by and through the Office of the Chief Infonnation Officer ("OCI0"), 
and Computer Aid, Inc., a corporation organized under the laws of Commonwealth of 
Pennsylvania("Vendor"), dated July 1, 2018. Capitalized tenns not defined herein are as defined in the 
Agreement. 

1. Overview. This attachment describes certain perfonnance standards and service levels to be 
achieved by Vendor in administering the program and providing the Deliverables to the State of 
Iowa and other Governmental Entities making purchases under the Agreement. 

2. Service Levels. 

Perfornurnn• Description Standard Pl.'rformancl.' Caku lation Frequency 

Standard Targt•t 

Resume Measures response 4 business 90% Average number Quarterly 
Submittal time from receipt days for top 3- of requisitions 
Response of request to 5 candidates which received 
Time delivery of first batch review 

candidate resumes within 96 business 
hours 

Round One Measures ability to 90% Total number of Quarterly 

Fill Rate satisfactori ly fulfill filled positions 
request with first resulting from the 
round of resumes first round of 
submitted to resumes/total 
requestor (top 3-5 number of 

candidates) requisitions fi lled 

Percentage of Measures quality of 60% Number of Quarterly 
Candidates candidates candidates 
Interviewed presented requested to 

interview/total 
number of 
candidates sent to 
hiring manager 
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Fill Rate Measures ability to 100% 92% Total number of Quarterly 
fu lfi ll requisitions filled positions at 

month end/total 

number of 

requisitions which 

have been in place 

over 2 weeks 

Resource Measures number 10% or Number of Quarterly 
Dismissal of resources lower turnovers ( due to 

dismissed due to inadequate 
inadequate perfo1mance )/total 
resource number of 
performance resources 

Accurate Monthly invoice is 99% Number of Quarterly 
Billing complete and invoices refused 

correct, submitted for payment due to 
on time inaccurate 

data/total number 

of invoices 

Customer For staff 100% Online survey Quarterly 
Satisfaction augmentation provided after first 

online survey quarter of 
provided after 

engagement, first quarter 
engagement of annually, and at 

resources and conclusion of each 

annually work assignment 
thereafter and at 
conclusion of 
work assignment. 

For SOW 

engagements, on-

line survey provided 

at end of first 

quarter, annually 

and at end of SOW. 
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System System is 99% Measured during Quarterly 

Availability available to nonnal work hours 
hiring managers (7-5, M-F). 
and Vendor 
Contractors 

Attrition Rate Measures 12% or Number of Quarterly 
resource turnover lower unplanned 
due to unplanned turnovers within 
situations that are 

the quarter / total 
not caused by the 
Governmental number of 

Entity, excluding resources engaged 

inadequate through end of the 
performance, quarter including 
death, serious SLA exempt 
illness, or other resources 
similar situations. 

3. Reporting/Audits. 

3.1. Reporting. Vendor shall track and report quarterly to OCIO and any other Governmental 
Entities entitled to a Service Level Credit regarding Vendor's satisfaction of the service 
levels and performance measures established in Section 2. 

3.2. Audits. OCIO or its designee and other Governmental Entities and their designees w ill 
have the right to audit Vendor's measurement, mon itoring, and reporting on all service 
levels herein, including providing access to the data used by Vendor to calculate its 
performance against the service levels and the measurement and monitoring tools and 
procedures util ized by Vendor to generate such data for purposes of audit and verification. 

4. Remedies. 

4.1. Service Level Credits. Failure to achieve any of the service levels described in Section 2 
shall constitute a "Service Level Failure(s)" and Vendor or applicable Governmental 
Entities shall be entitled to the following remedies: 

4.1. 1. For a first offense with respect to any particular Performance Standard, Vendor 
will be issued a warning by OCIO and a plan w ill be developed to improve the 
Service Level Failure w ithin the next reporting period; 

4.1.2. For a second offense with respect to any particular Performance Standard, 
Vendor will be placed on Probation and g iven two (2) reporting periods to bring 
its overall score back into alignment with the requirements of this SLA; 

4. 1.3. If Vendor fai ls to bring its overall score back into alignment with the 
requirements of this SLA in accordance with the timeline(s) established in 
Section 4. 1.2, w ith respect to each Performance Standard involved, Vendor will 
be liable to OCIO for a one percent (I%) rebate on all Governmental Entities 
prior month' s purchases, "Service Level Credit." 

HOOVER STATE OFFICE BUILDING, LEVEL B, 1305 E. WALNUT, DES MOINES, IOWA 50319 / 515.281.5503 / C IO@IOWA.GOV 

63 



OCIO CN: 2018 BUS 052 1 

4.2. Service Level Credits. Upon the accrual of one or more Service Level Credits, the sum of 
the corresponding Service Level Credits shall be credited to the applicable Governmental 
Entity. Vendor shall notify the applicable Governmental Entity if the Governm ental Entity 
becomes entitled to a Service Level Credit, which notice sha ll be included in the monthly 
performance reports as described in Section 3. The total amount of Service Level Credits 
Vendor will be obl igated to pay to the applicable Governmental Entity for Service Level 
Fai lure(s) occurring each month shall be reflected on the invoice issued in the second 
month following the month during which the Service Level Failure(s) giving rise to such 
Service Leve l Credit(s) occurred. In the event a Governmental Entity does not owe 
Vendor for any Deliverables for any (3) month period during which it is entitled to a 
Serv ice Level Credit(s), Vendor will issue a refund to the applicable Governmenta l Entity. 

4.3. Termination for Chronic Service Level Failures. In addition to its termination rights under 
the Agreement, OCIO may, in its sole discretion, terminate the Agreement, or the 
applicable Governmental Entity may, in its sole discretion, terminate any active 
Purchasing Instruments, without any further obligation to Vendor, for consistent or 
recurring Service Level Failures. 

5. Additions, Deletions, and Modifications of Service Levels. After the initial s ix (6) months 
fo llowing the Effective Date, the State of Iowa may add, modify, or de lete serv ice levels specified 
herein by sending written notice to Vendor at least ninety (90) days in advance; provided that, the 
total number of such notices (which notices may contain multiple changes) sent by the State of 
Iowa pursuant to this Section 5 (Additions, Deletions, and Modifications of Service Levels) shall 
not exceed ten (I 0) in any contract year. The Parties wi ll work together in good faith to identify 
services-level categories and measurements that work for both Parties and that faci litate success 
of the program, subject to the fo llowing: 

5.1. Where data exists for at least six (6) months from which measurements can be derived, the 
Parties shall review the measurement trends and the levels of quality that were attained 
during the measurement period and shall work together in good faith during a thirty (30) 
day period to mutually agree and establish the service-level standard that Vendor will be 
required to meet; or 

5.2. Where no such data exists, the Patties shall attempt in good faith to mutually agree during 
a thirty (30) day period on a service level standard using industry standard measures. 
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Insurance 
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The following Special Terms and Conditions are part of and incorporated into the State of Iowa 
and Computer Aid, Inc., Information Technology Managed Services and Staff Augmentation Master 
Services Agreement, Contact No. 2018 BUS 05218, ("Agreement") between the State of Iowa, acting by 
and through the Office of the Chief information Officer ("OCIO"), and Computer Aid, lnc., a 
corporation organized under the laws of Commonwealth of Pennsylvania("Vendor"), dated July I, 2018. 
Capitalized tenns not defined herein are as defined in the Agreement. 

I. Insurance Requirements. Vendor shall, at its sole expense, maintain in full force and effect, w ith 
insurance companies admitted to do business in the State of Iowa, insurance covering its work of 
the type and in amounts required by this attachm ent. Vendor' s insurance shall, among other 
things, insure against any loss or damage resulting from or related to Vendor's perfonnance of the 
Agreement regard less of the date the claim is filed or expiration of the policy. All insurance 
policies required by this Exhibit shall : (a) remain in full force and effect for the entire Term of the 
Agreement; and (b) not be reduced, changed (to the detriment of the State of Iowa or any 
Governmental Entities), or canceled (without being simultaneously replaced by another policy 
meeting the requirements of this Exhibit). The State of Iowa shall be named as additional insureds 
on all such policies, and all such policies sha ll include the following endorsement: " It is hereby 
agreed and understood that the State of Iowa is named as add itiona l insured, and that the coverage 
afforded to the State of Iowa under this po licy shall be primary insurance. If the State of Iowa has 
other insurance that is appl icable to a loss, such other insurance shall be on an excess, secondary 
or contingent basis. The amount of the insurer' s liab ility under this policy shall not be reduced by 
the existence of such other insurance." The State of Iowa will accept a combined Technology 
Errors and Omissions and Cyber Liabi lity policy or a separate Technology errors and Omiss ions 
and separate Cyber Liability policy. Such insurance shall, (a) cover the liabi lity of Vendor by 
reason of any actual or alleged error, omission, negligent act or wrongfu l act of Vendor 
committed in rendering or failing to render any products or services, and sha ll specifically inc lude 
coverage for liabi lities caused by a security breach, breach of privacy, or a breach of privacy 
regu lations, including unauthorized disclosure of information, unauthorized access, or fa ilure to 
protect a network security breach; liabilities resulting from the unauthorized release, transmission 
or publication of private or technical infonnation in your possession under the scope of the 
Agreement; (b) including the indemnification of the State of Iowa for any costs and expenses, 
including the State of Iowa' s notification expenses, incurred by the State of Iowa arising out of a 
security breach, privacy breach, or breach of privacy regulations; with an occurrence or per claim 
limit and annual aggregate limit of not less than $ 15,000,000 each claim/$ 15,000,000 annual 
aggregate; and (c) if unde1written on a claims made insuring agreement, be maintained for a 
period of not less than two (2) years after the expiration of the Agreement. In the event Vendor 
fai ls to secure and continuously maintain the insurance coverage required under this attachment, 
the State of Iowa may charge Vendor, and Vendor shall pay the State of Iowa, (a) the State of 
Iowa's actual expenses incurred in purchasing similar protection and (b) the value or amount of 
any claims, actions, damages, liabilities, costs, and expenses paid by the State of Iowa which 
wou ld not have been paid by the State of Iowa if Vendor had complied with the requirements of 
this Exhibit. 

2. Insurance Policies. Unless otherwise requested by the State of Iowa, Vendor shall cause to be 
issued insurance policies with the coverages set forth below: 
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Tvpe of Insurance 

General Liability (including contractual 

liability) written on an occurrence basis 
General Aggregate 

Products-

Com p/Op Aggregate 

Personal injury 

Each Occurrence 

Excess Liability, umbrella form Each Occurrence 

Aggregate 

Technology Errors and Omissions Insurance Each Occurrence 

Aggregate 

Workers Compensation and Employer As Required by Iowa law 
Liability 

Cyber Liability / Network Security Each Occurrence 

Aggregate 

OCIO CN: 2018 BUS 0521 

Amount 

$15 million 

$15 mill ion 

$15 million 

$5 million 

$5 million 

$15 million 

$5 million 

$ 15 million 

$2 million 

$15 million 

$15 million 

3. Claims Provision. All insurance policies required by this Exhibit, w ith the exception of the policy 
for Errors and Omissions Insurance, must provide coverage on an "occurrence basis" for all 
claims arising from activities occurring during the term of the policy regardless of the date the 
claim is filed or expiration of the policy. The policy for Errors and Omissions Insurance will 
provide coverage on a "claims made" basis, provided however, that such policy includes 
extended reporting period or tail coverage acceptable to the State of Iowa. 

4. Certificates of Coverage. At the time of execution of the Agreement, and at the outset of each 
new engagement/execution of each Purchasing Instrument hereunder, Vendor shall deliver to the 
State of Iowa ce1tificates of insurance certifying the types and the amounts of coverage, certifying 
that said insurance is in force before the Vendor starts work, certifying that said insurance applies 
to, among other things, the work, activities, products and liability of the Vendor related to the 
Agreement, certifying that the State of Iowa is named as an additional insured on the policies of 
insurance by endorsement as required herein, and certifying that no cancellation or modification 
of the insurance will be made without at least thirty (30) days prior written notice to the State of 
Iowa. All certificates of insurance shall be subject to approval by the State of Iowa. The Vendor 
shall simultaneously with the delivery of the certificates deliver to the State of Iowa one duplicate 
original of each insurance policy. 

5. Liability of Vendor. Acceptance of the insurance certificates by the State of Iowa shall not act to 
relieve Vendor of any obligation under this Agreement. It shall be the responsibility of Vendor to 
keep the respective insurance policies and coverages current and in force during the life of this 
Agreement. Vendor shall be responsible for all premiums, deductibles and for any inadequacy, 
absence or limitation of coverage, and the Vendor shall have no claim or other recourse against 
the State of Iowa for any costs or loss attributable to any of the foregoing, all of which shall be 
borne solely by the Vendor. Notwithstanding any other provision of the Agreement, Vendor shall 
be fully responsible and liable for meeting and fulfilling all of its obligations under this 
attachment and the Agreement. 
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6. Waiver of Subrogation Rights. Vendor shall obtain a waiver of any subrogation rights that any of 
its insurance carriers might have against the State of Iowa. The waiver of subrogation rights shall 
be indicated on the certificates of insurance coverage supplied to the State of Iowa for all policies. 

7. Filing of Claims. In the event the State of Iowa suffers a loss and is unable to file a claim under 
any policy of insurance required under this Agreement, the Vendor shall, at the State of Iowa's 
request, immediately file a proper claim under such policy. Vendor wi ll provide the State of Iowa 
with proof of filing of any such claim and keep the State of Iowa fully informed about the status 
of the claim. In addition, Vendor agrees to use its best efforts to pursue any such claim, to provide 
information and documentation requested by any insurer providing insurance required hereunder 
and to cooperate with the State of Iowa. Vendor shall pay to the State of Iowa any insurance 
proceeds or payments it receives in connection with any such claim immediately upon Vendor's 
receipt of such proceeds or payments. 

8. Proceeds. In the event the State of Iowa suffers a loss that may be covered under any of the 
insurance policies required under this attachment or the Agreement, neither Vendor nor any 
subsidiary or affi liate thereof shall have any right to receive or recover any payments or proceeds 
that may be made or payable under such policies until the State of Iowa has fully recovered any 
losses, damages or expenses sustained or incurred by it (subject to applicable policy limits), and 
Vendor hereby assigns to the State of Iowa al l of its rights in and to any and all payments and 
proceeds that may be made or payable under each policy of insurance required under this 
attachment and the Agreement. 

9. Vendor Contractors shall supply certificates of coverage and the description of types and 
amounts, directly or indirectly, at enrollment into the program and at reasonable intervals 
thereafter. The requirements of the NJP A Contract that apply to Vendor Contractors shall apply 
to Vendor Contractors hereunder. 

HOOVER STATE OFFICE BUILDING, LEVEL B, 1305 E. WALNUT, DES MOINES, IOWA 50319 / 515.281.5503 / CIO@IOWA.GOV 

67 



OCIO CN: 20 18 BUS 052 1 

SAMPLE PURCHASING INSTRUMENT/STATEMENT OF WORK 

Please Read: Instructions/guidance for us ing this template Statement of Work are in red italics. Delete all 
such instructions after the appropriate text has been added to the Statement of Work. This is only a 
sample, thus, not all of the sect ions set forth below may be applicable, depending on the 
project/circum stances. 

PURCHASING INSTRUMENT/STATEMENT OF WORK 

The fo llowing Purchas ing Instrument/Statement of Work ("SOW") incorporates the tenns and 
conditions of the State of Iowa and Computer Aid, Inc., lnfonnation Technology Managed Services and 
Staff Augmentation Master Services Agreement, Contact No. 2018 BUS 052 1, ("Agreement") between 
the State of Iowa, acting by and through the Office of the C hief Information Officer ("OCIO"), and 
Computer Aid, Inc., a corporation organized under the laws of the Commonwealth of Pennsylvania 
("Vendor" or "Contractor"), dated July 1, 201 8. This Purchas ing Instrument is between Vendor and the 
Governmental Entity identified in the signature block, below, and is effective as of the date of last 
signature below. Capita lized tenns not defined herein are as defined in the Agreement. The applicable 
Governmental Entity and Vendor may be referred to herein individually as a "Party" or collectively as 
the "Parties." 

1. Executive Summary/Project Scope. Provide a high level summ ary of the project/Deliverab les to 
be provided pursuant to th is Purchasing Instrument and the scope of the proj ect, includ ing, for 
example: 

1.1 A genera l description of/nature of the Del iverables; 

1.2 Special considerations for implementing or installing the De liverables, including any 
technological considerations or constraints; 

1.3 Any other characterist ics of this project that must be addressed to ensure the success of 
the proj ect/provisioning of Deliverables. 

2. Specifics . 

2. 1 

2.2 

2.3 

2.4 

2.5 

Source Code. Vendor sha ll deliver a ll Source Code for the fo llowing Deliverables or 
Software: [List anv Source Code the receipt of which is expected]. 

Serv ices. Provide infonnation on the Serv ices (e. g. , requirements development, solution 
design, configuration, installation) that will be provided by Vendor, and a description of 
the methodology Vendor will use to accompl ish the work. 

Training and Knowledge Transfer. Provide an overview of tra ining services to be 
provided by Vendor and any special requirements for specific knowledge transfer to 
support the applicable Governmental Entity' s successful implementation of the 
Deliverables. If the intent is for the Governmental Entity ' s personne l to become self­
sufficient in operating or maintaining the solut ion, determine the type of tra in ing 
necessary, and develop a training plan, for such user self-sufficiency. 

Support. Document the level of ongoing support, required from Vendor to effectively 
make use of any De liverables. Thi s may include conversion support, legacy system 
integration, transition assistance, so lution maintenance ( including maintenance level), or 
other specialized consulting to facilitate delivery or use of the solution. 

Documentation. Vendor shall prov ide all Docum entation required for the Governmental 
Entity and its personnel to make use of the Deliverables, inc luding but not limited to: List 
any specific Documentation needed to utilize the Deliverables . 
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2.6 Extended Warranty Period. The default Warranty Period for any Deliverables purchased 
under the Agreement is one ( l) year. Please identify and document any extended 
Warranty Period here. 

Delivery Timeframes/Period of Performance. Specify app licable delivery timeframes for any 
Deliverables to be provided hereunder, and the time frames during which any ongoing Services 
will be provided, such as ongoing maintenance or support. 

Vendor Personnel. As part of the process of deve loping this Purchasing instrument, the 
applicable Governmental Entity and Vendor identified each of the Labor Categories to be utilized 
in prov iding De liverables hereunder. Some of these Vendor Personnel have been identified as 
"Key Personnel." Vendor shall be solely responsib le for managing all Vendor Personnel, 
notwithstanding their identification below. As part of the consideration for this Agreement, 
Governmental Entity is re ly ing upon the personal ski lls of such Key Personnel. Except in the 
event of d isability, illness, grave personal circumstances, or separation from service, Vendor must 
receive the Governmental Entity 's written approval prior to making any substitutions of such Key 
Personnel to the extent of their involvement w ith this Purchasing Instrument. Please identify each 
resource to the extent known, each Project Role/Labor Category, applicable Tier, Baseline Rates, 
if anyone is Key Personnel, and whether they will be working Off Site or Supplying their own 
Equipment in the table below: 

Name of Project Baseline Key Offsite Supply Uplift, if 

5. 

Resource Role/Labor Rates Personnel Own any 
Category (check box Equipment 

if"Yes") 

$ [ ] [ ] [ ] $ 

$ [ ] [ ] [ ] $ 

$ [ ] [ ] [ ] $ 

Compensation. This is a Fixed Price, Not-to-Exceed Purchas ing Instrument. Subject to the terms 
of the Agreement, and excluding any amounts to which Vendor is not entitled for failing to meet 
the below performance standards, the total price for all Deliverables provided hereunder sha ll be: 

$ 

Notwithstanding the foregoing, the above fi xed price shall not exceed the total cost the 
Governmental Entity would incur were it billed at Baseline Rates plus the actua l cost of any 
Sourced Goods or Open Market Items (e.g. , equipment, hardware, Software) and/or a reasonable 
uplift in the Hourly Rate where the Governmental Enti ty requ ires VendorNendor 
ContractorsNendor Personnel to perform the work offsite and supply their own equipment: 

5. 1 Baseline/Not-to-Exceed Rates. Applicable Baseline Rates are listed in Section 4, above. 

5.2 Reasonable Uplift. A reasonable uplift in the Hourly Rate where the Governmental Entity 
requires Vendor/Vendor Contractors/Vendor Personnel to perform the work offsite and 
supply their own equipment is listed in Section 4, above. 

6. Milestones, Payment Schedule, Retained Amount(s), Performance Measures. The fo llowing 
table identifies mi lestone events and Deliverables, associated schedules/timelines, associated 
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payments, any Retained Amounts, and applicable Perfonnance Standards. All Deliverables as 
defined below shall be subject to the Acceptance Testing process set forth in the Agreement. 
Subject to any assumptions noted below, failure of Vendor to meet the deadlines/t imelines listed 
in the "Schedule" column below shall result in Vendor being liable to the Governmental Entity 
for the amount specified in the "Performance Standards" column. The following is intended 
solely for purposes of example. 

Milestone Deliverable(s) Schedule Total Retained Net Performance 
Payment Amounts Payment Standards 

(up to 
15%) 

Project Kick- -- Effective $-- $-- --
Off Meeting Date + 5 

days 

Site Survey Proj ect Plan Effective $10,000 $1,000 $9,000 
Date+ 10 
days 

Installation of -- Effective $-- $-- $-- $1,000 
Software Date+ 15 

days 

Configuration Testing resu lts Effective $ 10,000 $1,000 $9,000 $1,000 
and Vendor Date + 20 
testing days 

Training Training Effective $20,000 $2,000 $18,000 $ 1,000 
Manual Date + 30 

days 

Governmental -- Effective $-- $-- $--
Entity Date + 30 
Acceptance days 
Testing 

Project Effective $10,000 ($4,000) $ 14,000 $2,000 
Completion Date+ 45 

days 

Total $50,000 $50,000 

7. Acceptance Criteria. Please identify any specific/add it ional Acceptance Criteria applicable to 
the Deliverables being purchased/provided under this Purchasing Instrument. 

8. Governmental Entity Responsibilities. The fo llowing is solely for purposes of example. 

8. 1 The Governmental Entity shall commit staff and resources necessary for successful 
execution of the Agreement. 

HOOVER STATE OFFICE BUILDING, LEVEL B, 1305 E. WALNUT, DES MOINES, IOWA 50319 / 515.281 .5503 / C IO@IOWA.GOV 

3 



OCIO CN: 2018 BUS 0521 

8.2 The Governmental Entity shall make personnel available to discuss and provide the 
necessary information required for Vendor to perform/provide the Deliverables, to 
perform testing, and to define de livery protocols for data feeds. 

8.3 The Governmental Entity sha ll determine, define, and execute communication and 
reporting protocols related to the Agreement. 

8.4 The Governmental Entity shall identify applicable training requirements. 

9. Assumptions. List any assumptions here. 

10. Security. Document (and subsequently provide) any additional security requ irements over and 
above the standard security requirements, including any applicab le Governmental Entity 's then­
current security policies, standards, or procedures, and/or exceptions that apply to this project. 

11. Non-Compete. Under the fo llowing circum stances, and notwithstanding any non-compete clause 
in any contract, subcontract, or other like agreement between Vendor or Vendor Contractors and 
Vendor Personne l, Vendor Personnel shall not be precluded from seeking employment with or 
accepting an offer of employment from: a) any Governmental Entities making purchasing 
hereunder; orb) at the direction of a Governmental Entity making a purchase hereunder, any of 
its Authorized Contractors (or other Third Parties which have an agreement to provide services or 
other deliverables to the applicable Governmental Entity). 

12. Dispute Resolution/Performance Monitoring. In addi tion to any terms or conditions in this 
Agreement re lated to dispute resolution/performance monitoring, it is the intent of the parties that 
any disputes or issues aris ing related to performance under this Purchasing Instrument shall be 
communicated to the appropriate Project Manager. Vendor shall be solely responsible for 
addressing any disputes or performance issues with any Vendor Personnel or resources made 
available through Vendor or Vendor Contractors, directly or indirectly, under the Agreement and 
this Purchas ing Instrument and for ensuring adequate pe1formance/provisioning of Deliverables 
hereunder and successful completion of this project. In the event of a dispute or performance 
issues, the part ies shall discuss the matter in good faith and escalate the issue, as appropriate, 
within their respective organizations. Except with regard to actions for equitable relief, the parties 
shall attempt to resolve a ll disputes informally for a period of not-less-than ten (1 0) days before 
instituting any legal proceedings in a court of competent jurisdiction. 

13. Contacts. The following shall be the Parties' primary contacts for this Purchasing Instrument 
and, unless otherwise set forth herein, the Project Manager(s): 

Vendor Representative: 
Address: 

Telephone number: 
Fax number: 
Email address: 

Representative of applicable 
Governmental Entity: 
Address: 
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Telephone number: 
Fax number: 
Email address: 

IN WITNESS WHEREOF, the Parties have caused their respective duly authorized representatives to 
execute this Purchasing Instrument, which is effective as of the Effective Date. 

[NameJ 
("Governmental Entity") 

By: 

Name: 

Title: 

Computer Aid, Inc. 
("Vendor") 

By: 

Name: 

Title: 
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SPECIAL TERMS AND CONDITIONS/ANCILLARY AGREEMENT #001 

The following Specia l Terms and Conditions/Ancillary Agreement are part of and incorporated 
into the State of Iowa and Computer Aid, Inc., Information Technology Managed Services and Staff 
Augmentation Master Services Agreement, Contact No. 2018 BUS 0521 , ("Agreement") between the 
State of Iowa, acting by and through the Office of the Chief Information Officer ("OCIO"), and 
Computer Aid, Inc. , a corporation organized under the laws of Commonwealth of Pennsylvania 
("Vendor"), dated July 1, 201 8. Capitalized terms not defined in this herein are as defined in the 
Agreement. These Special Terms and Conditions/Ancillary Agreement apply to any Deliverables 
provided to the Iowa Department of Revenue under the Agreement: 

Iowa Department of Revenue 
Confidential Information Requirements for Contractors 

I. Access to Confidential Data 
The contractor's employees, agents, and subcontractors may have access to confidential data 
maintained by the Iowa Department of Revenue (hereafter referred to as 'IDR' or 'the 
Department') to the extent necessary to carry out its responsib ilities under the Contract. The 
contractor shall presume that all information received pursuant to the Contract is confidential 
unless otherwise designated by the Department. 

11. Performance 
In performance of the Contract, the contractor agrees to comply with and assume responsibility 
for compliance by its employees, agents, or subcontractors with the following requirements: 

1) All work will be done under the supervision of the contractor or the contractor's employees. 
i) The contractor must designate one individual who shall remain the responsible authority 

in charge of all data collected, used, or disseminated by the contractor in connection with 
the performance of its duties under the Contract. 

ii) The contractor shall provide adequate supervision and training to its employees, agents, 
or subcontractors to ensure compliance with the terms of the Contract. Annual training 
shall include, but is not limited to, the IRS video "Protecting Tax Information". 

iii) The contractor shall provide acceptance by its employees, agents, or subcontractors, by 
signature, of the terms of federal and state confidentiality disclosure (see Exhibit 1 
Acknowledgment of Statements of Confidentiality). 

iv) The contractor shall provide to the Department a written description of its policies and 
procedures to safeguard confidential information. Policies of confidential ity shall 
address, as appropriate, information conveyed in verbal, written, and electronic formats. 

v) The contractor will maintain a list of employees, agents, or subcontractors with 
authorized access to the Department's data. Such list will be provided to IDR and, when 
federal tax information (FTI) is involved, to the Internal Revenue Service (IRS) reviewing 
office upon request. 

vi) The contractor and the contractor's employees, agents, and subcontractors with access 
to or who use FTI must meet the background check requirements defined in IRS 
Publication 1075. 

vii) No work furnished under this Contract will be subcontracted without prior written 
approval from the Department. If written approval is received, all subcontractors and 
subcontractor's employees shall be held to the same standards as the contractor and 
the contractor's employees, including, but not limited to, annual training and acceptance 
of confidentiality disclosure. 
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viii) No data can be accessed by contractor, or contractor's employees, agents, and 
subcontractors located offshore or via any information systems located off-shore. 

ix) The contractor will complete a security risk assessment questionnaire annually, as part 
of a certification process with the Department. 

2) Any tax information made available in any format shall be used only for the purpose of 
carrying out the provisions of this Contract. Information conta ined in such material will be 
treated as confidential and will not be divulged or made known in any manner to any person 
except as may be necessary in the performance of its duties under this Contract. Inspection 
by or disclosure to anyone other than an authorized officer, employee, agent or 
subcontractor of the contractor is prohibited. 

3) All tax information will be accounted for upon receipt and properly safeguarded in 
accordance with security requirements set forth in this Contract before, during, and after 
processing. In addition, all related output will be given the same level of protection as 
required for the source material. 

4) Upon completion of duties under this Contract or the specific direction of IDR, the contractor 
will certify that the data processed and any output generated during the performance of 
duties under this Contract will be completely purged from all data storage components, 
including, but not limited to data center facility, laptops, computers and other storage 
devices. If immediate purging of all data storage components is not possible, the contractor 
will certify that any tax information remaining in any storage component will be safeguarded 
to prevent unauthorized disclosures until it has been purged. Once all data processed and 
output generated has been completely purged, the contractor shall submit a signed 
certification to the Department to that effect. 

5) Any spoilage or intermediate hardcopy output that may result during the processing of tax 
information will be given to the Department. When this is not possible, the contractor will be 
responsible for the destruction of the spoilage or intermediate hard copy printouts, and will 
provide the Department with a statement containing the date of destruction, description of 
material destroyed, and the method used. Destruction method must meet specifications as 
defined in IRS Publication 1075 Section 8.3. 

6) The contractor will ensure that all computer systems processing, storing, or transmitting tax 
information meets the computer system security requirements defined in IRS Publication 
1075 Section 9.1. The security features of the computer systems must meet all functional 
and assurance requirements for the managerial, operational, and technical security controls. 
All security features must be available and activated to protect against unauthorized use of 
and access to tax information . 

7) The use of personally owned computers for accessing IDR information is strictly prohibited. 

8) Any data supplied by IDR to the contractor or contractor's employees, agents, or 
subcontractors or created by the contractor or contractor's employees, agents, or 
subcontractors in the course of the performance of its duties under this Contract shall be 
considered the property of IDR. No confidential information collected, maintained, or used 
in the course of performance of the Contract shall be disseminated by the contractor or 
contractor's employees, agents, or subcontractors except as authorized by law and only with 
the prior written consent of the Department, either during the period of the Contract or 

HOOVER STATE OFFICE B UILDING, LEVEL B , 1305 E. WALNUT, D ES M OINES, IOWA 50319 / 515.281.5503 / C IO@IO WA.G OV 

2 



OCIO CN: 2018 BUS 0521 

thereafter. The contractor may be liable for an unauthorized disclosure if it fails to comply 
with federal and state confidential safeguard requirements. 

9) In the event that a subpoena or other legal process is served upon the contractor for records 
containing confidential information, the contractor shall promptly notify IDR and cooperate 
with the Department in any lawful effort to protect the confidential information. 

10) The contractor shall immediately report to IDR any unauthorized disclosure or security 
breach of confidential information. These include, but are not limited to: (i) Unauthorized 
access or disclosure of confidential information; (ii) Illegal technology transfer; (iii) Sabotage, 
destruction, theft, or loss of confidential information or the information systems, and (iv) 
Compromise or denial of confidential information or information systems. 

11) IDR and the IRS, with 24 hour notice, shall have the right to send its officers and employees 
into the offices and plants of the contractor for inspection of the facilities and operations 
provided for the performance of any work under this Contract for compliance with 
requirements defined in IRS Publication 1075. The IRS's right of inspection shall include the 
use of manual and/or automated scanning tools to perform compliance and vulnerability 
assessments of information technology (IT) assets that access, store, process or transmit 
FTI. An inspection questionnaire may be used in lieu of an on-site visit at the discretion of 
the IRS. On the basis of such inspection, specific actions may be required of the contractor 
in cases where the contractor is found to be noncompliant with Contract safeguards. 

12) If the Department is required to notify taxpayers of a security or confidentiality breach 
caused by the contractor, the Department is entitled to reimbursement of such costs related 
to this notification from the contractor (see Iowa Code § 715C.2). 

13) If the contractor fails to provide the safeguards described above, IDR will have the right to 
void the Contract immediately. 

14) The contractor's confidentiality obligations under this section shall survive the termination of 
this Contract. 

15)Any disclosure of federal tax information shall be subject to penalties prescribed by IRC §§ 
7213 and 7431 and set forth at 26 CFR 301.6103(n)-1. Any disclosure of state tax 
information as governed by the Iowa Code Ann., §§ 422.20, 422.72, and 452A.63, shall be 
subject to penalties prescribed therein. 

111. Criminal/Civil Sanctions 
1) Each officer or employee of any person to whom returns or return information is or may be 

disclosed will be notified in writing that returns or return information disclosed to such officer 
or employee can be used only for a purpose and to the extent authorized herein , and that 
further disclosure of any such returns or return information for a purpose or to an extent 
unauthorized herein constitutes a felony punishable upon conviction by a fine of as much as 
$5,000 or imprisonment for as long as 5 years, or both, together with the costs of 
prosecution. Each officer and employee shall be further notified that any such unauthorized 
further disclosure of returns or return information may also result in an award of civil 
damages against the officer or employee in an amount not less than $1,000 with respect to 
each instance of unauthorized disclosure. These penalties are prescribed by IRC §§7213 
and 7431 and set forth at 26 CFR 301.6103(n)-1. 

HOOVER STATE OFFICE BUILDING, LEVEL 8, 1305 E. WALNUT, DES MOINES, IOWA 50319 / 515.281.5503 / CIO@IOWA.GOV 
3 



OCIO CN: 20 18 BUS 052 1 

2) Each officer or employee of any person to whom returns or return information is or may be 
disclosed shall be notified in writing that any return or return information made available in 
any format shall be used only for the purpose of carrying out the provisions of this 
Agreement. Information contained in such material shall be treated as confidential and shall 
not be divulged or made known in any manner to any person except as may be necessary 
in the performance of the Agreement. Inspection by any unauthorized person constitutes a 
criminal misdemeanor punishable upon conviction by a fine of as much as $1,000 or 
imprisonment for as long as 1 year, or both, together with the costs of prosecution. Each 
such officer and employee shall be notified that any such unauthorized inspection of returns 
or return information may also result in an award of civil damages against the officer or 
employee in an amount equal to the sum of the greater of $1,000 for each act of 
unauthorized inspection with respect to which such defendant is found liable or the sum of 
the actual damages sustained by the plaintiff as a result of such unauthorized inspection 
plus in the case of a willful inspection which is the result of gross negligence, punitive 
damages, plus the costs of the action. The penalties are prescribed by IRC §§ 7213A and 
7 431 and set forth at 26 CFR 301 .6103(n )-1. 

3) Additionally, it is incumbent upon the contractor to inform its officers and employees of the 
penalties for improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 552a. 
Specifically, 5 U.S.C. 552a(i)(1 ), which is made applicable to contractors by 5 U.S.C. 
552a(m)(1 ), provides that any officer or employee of a contractor, who by virtue of his/her 
employment or official position, has possession of or access to agency records which 
contain individually identifiable information, the disclosure of which is prohibited by the 
Privacy Act or regulations established thereunder, and who knowing that disclosure of the 
specific material is prohibited, willfully discloses the material in any manner to any person or 
agency not entitled to receive it, shall be guilty of a misdemeanor and fined not more than 
$5,000. 

4) Granting a contractor access to FTI must be preceded by certifying that each individual 
understands IDR's security policy and procedures for safeguarding IRS information. 
Contractors must maintain their authorization to access FTI through annual recertification. 
The initial certification and recertification must be documented and placed in IDR's files for 
review. As part of the certification and at least annually afterwards, the contractor shall be 
advised of the provisions of IRC §§7213, 7213A, and 7431 . The training provided before the 
initial certification and annually thereafter must also cover the incident response policy and 
procedure for reporting unauthorized disclosures and data breaches (See Publication 1075 
Section 10). For both the initial certification and the annual certification, the contractor's 
employees, agents, and subcontractors shall sign, either with ink or electronic signature, a 
confidentiality statement certifying their understanding of the security requirements. 
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SPECIAL TERMS AND CONDITIONS/ANCILLARY AGREEMENT #002 

The following Special Terms and Conditions/Ancillary Agreement are prut of and incorporated 
into the State of Iowa and Computer Aid, Inc., f nformation Technology Managed Services and Staff 
Augmentation Master Services Agreement, Contact No. 2018 BUS 0521 , ("Agreement" or "Contract") 
between the State of Iowa, acting by and through the Office of the Chief Information Officer ("OCIO"), 
and Computer Aid, Inc., a corporation organized under the laws of Commonwealth of Pennsylvania 
("Vendor" or "Contractor"), dated July I, 2018. Capitalized terms not defined herein are as defined in 
the Agreement. These Special Terms and Conditions/Ancillary Agreement apply to any Deliverables 
provided to the Governmental Entities identified in attachment A hereto . 

State of Iowa 
Business Associate Agreement 

THIS Business Associate Agreement ("BAA") supplements and is made a part of the Agreement 
(hereinafter, the "Underlying Agreement") between the Governmental Entities identified in attachment 
A (the "Agency") and the Contractor (the "Business Associate"). 

1. Purpose. The Business Associate perfonns certain services on behalf of or for the Agency 
pursuant to the Underlying Agreement that may include the exchange of information that is 
protected by the Health Insurance Portability and Accountabili ty Act of 1996, as amended, and 
the HIPAA Rules (collectively "HIPAA"). The parties to the Underly ing Agreement are 
entering into this BAA to establish the respons ibilities of both parties regarding Protected 
Health Information and to bring the Underly ing Agreement into compliance with HIPAA. 

2. Definitions. The fo llowing term s used in this BAA shall have the same meaning as those terms 
in the HIP AA Rules: Breach, Designated Record Set, Disclose, Disclosure, Individual, 
Minimum Necessary, Notice of Privacy Practices, Protected Health Information, Required By 
Law, Secretary, Security Incident, Subcontractor, Unsecured Protected Health Information, and 
Use. 

Specific definitions: 

a . Bus iness Associate. "Business Associate" shall generally have the same meaning as the 
term "Business Associate" at 45 C.F.R. § 160.103, and in reference to the party to this 
BAA, shall mean the Contractor. 

b. Covered Entity. "Covered Entity" shall generally have the same meaning as the term 
"Covered Entity" at 45 C.F.R. § 160.103, and in reference to the party to this BAA sha ll 
mean the portions of the Agency, which is a "hybrid" entity under HIP AA, that fall under 
the purview of HIP AA. 

c. H1PAA Rules. "HIPAA Rules" shall mean the Privacy, Security, Breach Notification, and 
Enforcement Rules at 45 C.F.R. Part 160 and Part 164. 

3. Obligations and Activities of Business Associate. The Business Associate agrees to: 

a. Not Use or Disclose Protected Health Information other than as permitted or required by this 
BAA or as Required By Law; 

b. Use appropriate safeguards, and comply with Subpart C of 45 C.F.R. Part 164 with respect 
to Protected Health Information, to prevent Use or Disclosure of Protected Health 
Information other than as provided for by this BAA; 

H OOVER STATE O FFICE BUILDING, L EVEL 8 , 1305 E. W ALNUT, DES M OINES, IOWA 50319 / 515.281.5503 / C IO @ IOWA.GOV 

1 



OCIO CN: 20 18 BUS 052 1 

c. Report to the Covered Entity any Use or Disclosure of Protected Health Information not 
provided for by this BAA of which it becomes aware, including Breaches of Unsecured 
Protected Health Information as required at 45 C.F.R. § 164.4 10, and any Security Incident 
of which it becomes aware in accordance with subsection 7, below; 

d. In accordance with 45 C.F.R. § 164.502(e)(l)(ii) and 45 C.F.R. § 164.308(b)(2), if 
applicable, ensure that any Subcontractors that create, receive, maintain, or transmit 
Protected Health Information on behalf of the Business Associate agree to the same 
restrictions, conditions, and requirements that apply to the Business Associate with respect 
to such information; 

e . Make available Protected Health lnfonnation in a Designated Record Set to the Covered 
Entity as necessary to satisfy the Covered Entity's obligations under 45 C.F.R. § 164.524; 

f. Make any amendment(s) to Protected Health In formation in a Designated Record Set as 
directed or agreed to by the Covered Entity pursuant to 45 C.F.R. § 164.526, or take other 
measures as necessary to satisfy the Covered Entity ' s obligations under 45 C.F.R. § 
164.526; 

g. Maintain and promptly make available, as directed by the Covered Entity, the infonnation 
required to provide an accounting of Disclosures to the Covered Entity as necessary to 
satisfy the Cover Entity' s obligations under 45 C.F.R. § 164.528; 

h. Immediately (i.e., within 72 hours) forward any request that the Business Associate receives 
directly from an Individual who (I) seeks access to Protected Health Information held by the 
Business Associate pursuant to this BAA, (2) requests amendment of Protected Health 
Information held by the Business Associate pursuant to this BAA, or (3) requests an 
accounting of Disclosures, so that the Covered Entity can coordinate the response; 

r. To the extent the Business Associate is to carry out one or more of the Covered Entity's 
obligation(s) under Subpart E of 45 C.F.R. Part 164, comply with the requirements of 
Subpart E that apply to the Covered Entity in the performance of such obligation(s); and 

J. Make its internal practices, books, and records available to the Secretary for purposes of 
determining compliance with the HIPAA Rules. 

4. Permitted Uses and Disclosures by the Business Associate. 

a. The Business Associate may Use or Disclose Protected Health Infonn ation received in 
relation to the Underlying Agreement as necessary to perfom1 the services set forth in the 
Underlying Agreement. 

b. The Business Associate is not authorized to de-identify Protected Health Information in 
accordance with 45 C.F.R. § 164.5 l 4(a)-(c) unless expressly authorized to do so in writing 
by the Covered Entity's Security and Privacy Officer. 

c. The Business Associate agrees to make Uses and Disclosures and Requests for Protected 
Health Information consistent with the Covered Entity 's Minimum Necessary policies and 
procedures. 

d . The Business Associate may not Use or Disclose Protected Health Information in a manner 
that would violate Subpa1t E of 45 C.F.R. Part 164 if done by the Covered Entity. 

e. The Business Associate may Use or Disclose the Protected Health Information for the 
proper managem ent and administration of the Business Associate or to carry out the legal 
responsibilities of the Business Associate, provided the Disclosures are Required By Law, or 
the Business Associate obtains reasonable assurances from the person to who the 
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information is Disclosed that the information will remain confidential and used or further 
Disclosed only as Required By Law or for the purposes for which it was Disclosed to the 
person, and the person notifies the Business Associate of any instances of which it is aware 
in which the confidentiality of the Protected Health Information has been Breached. 

5. Obligations of the Covered Entity. 

a. The Covered Entity wi ll notify the Business Associate of any limitation(s) in the Notice of 
Privacy Practices of Covered Entity under 45 C.F.R. § 164.520, to the extent that such 
limitation may affect the Business Associate's Use or Disclosure of Protected Health 
Information 

b. The Covered Entity will notify the Business Associate of any changes in, or revocation of, 
the permission by an Individual to Use or Disclose his or her Protected Health Information, 
to the extent that such changes may affect the Business Associate's Use or Disclosure of 
Protected Health Information. 

c. The Covered Entity sha ll notify the Business Associate of any restriction on the Use or 
Disclosure of Protected Health Information that the Covered Entity has agreed to or is 
required to abide by under 45 C. F.R. § 164.522, to the extent that such restriction may affect 
the Business Associate's Use or Disclosure of Protected Health Information. 

6. Permissible Requests by the Covered Entity. The Covered Entity shall not request the 
Bus iness Associate to Use or Disclose Protected Health Information in any manner that would 
not be permissible under Subpart E of 45 C.F.R. Part 164 if done by the Covered Entity. 

7. Breach Notification Obligations of the Business Associate. ln the event that the Business 
Associate discovers a Breach of Unsecured Protected Health Information , the Business 
Associate agrees to take the fo llowing measures immed iately (i. e., within 72 hours) after the 
Business Associate first discovers the incident: 

a. To notify the Covered Entity of any Breach. Such notice by the Bus iness Associate shall be 
provided without unreasonable delay, except where a law enforcement official determines 
that a notification wou ld impede a criminal investigation or cause damage to national 
security. For purposes of this BAA, the Business Associate is deemed to have discovered the 
Breach as of the first day on wh ich such Breach is known to the Bus iness Associate or by 
exercising reasonable di ligence, would have been known to the Business Associate, 
including any person, other than the Individual committing the Breach, that is a workforce 
member or agent of the Business Associate; 

b. To include to the extent possible the identification of the Individuals whose Unsecured 
Protected Health Information has been, or is reasonably believed to have been, the subject of 
a Breach; 

c. To complete and submit the appropriate Information Security Data Breach Incident Report 
form identified in attachment A; and 

d. To draft a letter for the Covered Entity to utilize to notify the Individuals that their 
Unsecured Protected Health Information has been, or is reasonably believed to have been , 
the subject of a Breach. The draft letter must include, to the extent possible: 

1. A brief description of what happened, including the date of the Breach and the date of 
the di scovery of the Breach, if known; 

11. A description of the types of Unsecured Protected Health Information that were 
involved in the Breach (such as full name, Social Security Number, date of birth, home 
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address, account number, disability code, or other types of information that were 
involved); 

111. Any steps the Individuals should take to protect themselves from potential harm 
resulting from the Breach; 

1v. A brief description of what the Covered Entity and the Business Associate are doing to 
investigate the Breach, to mitigate harm, and to protect against any further Breaches; 
and 

v. Contact procedures for Individuals to ask questions or learn additional information, 
which shall include Covered Entity contact information, including a toll-free telephone 
number, an e-mail address, web site, or postal address. 

8. BAA Administration. 

a. Term and Termination. This BAA is effective on the date of its incorporation into the 
Underlying Agreement. The Covered Entity may terminate this BAA for cause if the 
Covered Entity determines that the Business Associate or any of its Subcontractors or agents 
has breached a material term of this BAA. The Covered Entity will provide written notice to 
the Business Associate requesting that the Business Associate remedy the breach within the 
time frame provided in the notice. The remedy time frame provided the Business Associate 
will be consistent with the severity of the breach. The Covered Entity reserves the right to 
terminate the BAA without notice in the event that the Covered Entity determines, in its sole 
discretion, that notice is e ither infeasible or inappropriate under the circumstances. 
Expiration or termination of either the Underlying Agreement or this BAA shall constitute 
expiration or termination of the corresponding agreement. 

b. Obligation to Return PHI, Destroy PHI, or Extend Protections to Retained PHI. Upon 
expiration or termination of this BAA for any reason, the Business Associate shall return to 
the Covered Entity or destroy all Protected Health Information received from Covered 
Entity, or created, maintained, or received by the Business Associate on behalf of the 
Covered Entity, that the Business Associate sti ll maintains in any form. Return or 
destruction of Protected Health Information shall take place in accordance with the 
requirements for such return or destruction as set forth in the Underlying Agreement or as 
otherwise directed by the Covered Entity. The Business Associate shall retain no copies of 
the Protected Health Information unless such return or destruction is not feasible. If return or 
destruction of the Protected Health Information is not feasible, upon expiration or 
termination of this BAA, the Business Associate shall: 

1. Retain only that Protected Health Information that is necessary for the Business 
Associate to continue its proper management and administration or to can-y out its 
legal responsibilities to the extent Required By Law; 

11. Return to the Covered Entity or destroy the remaining Protected Health Information 
that the Business Associate still maintains in any form; 

111. Continue to use appropriate safeguards and comply with Subpart C of 45 C.F.R. Part 
164 with respect to Protected Health Information to prevent Use or Disclosure of the 
Protected Health Information, other than as provided for in this Section, for as long as 
the Business Associate retains the Protected Health Information; 

1v. Not Use or Disclose the Protected Health Information retained by the Business 
Associate other than for the purposes for which such Protected Health Information 
was retained and subject to the same conditions set out in subsection 4(e) above under 

HOOVER STATE OFFICE BUILDING, LEVEL 8 , 1305 E. W ALNUT, DES MOINES, IOWA 50319 / 515.281 .5503/ CIO@JOWA.GOV 

4 



OCIO CN: 20 18 BUS 052 1 

"Permitted Uses and Disclosures by the Business Associate" which applied prior to 
term ination; and 

v. Return to the Covered Entity or destroy the Protected Health lnfonnation retained by 
the Business Associate when it is no longer needed by the Business Associate for its 
proper management and administration or to carry out its legal responsibi lities. 

c. Compliance with Confidentiality Laws. The Business Associate acknowledges that it must 
comply with a ll applicable laws that may protect the Protected Health Information or other 
patient information received and wi ll comply with all such laws, which inc lude but are not 
limited to the fo llowing: 

1. Mental health treatment: Iowa Code chapters 228, 229; 

11. HJV/AIDS diagnosis and treatment: lowa Code§ 141 A.9; 

111. Substance abuse treatment: 42 U.S.C. § 290dd-2; 42 C.F.R. part 2; Iowa Code §§ 
125.37, 125.93; and 

1v. Consumer personal info1mation: Iowa Code ch. 715C. 

d. Financial Obligations for Breach Notification. 

1. To the extent that the Business Associate is a governmental agency subject to the 
provisions of Iowa Code § 679A. I 9, any dispute between the Contractor and the 
Agency, including but not limited to the incurs ion of any costs, liabilities, damages, or 
penalties related to the Business Associate's breach of this BAA, shall be submitted to 
a board of arbitration in accordance with Iowa Code§ 679A. l 9. 

11. To the extent that the Business Associate is not subject to the provisions of Iowa Code 
§ 679A. I 9, the Business Associate shall indemnify and ho ld harmless the Covered 
Entity from costs, liabilities, damages, or penalties incurred as a result the Business 
Associate or any Subcontractor's breach of this BAA, the Underlying Agreement, or 
conduct of the Business Associate or the Business Associate 's Subcontractor that is 
not in compliance with 45 C.F.R. Part 164, subpart E. Such liabi lity shall not attach to 
disclosures made at the express written direction of the Covered Entity. 

111. The Business Associate's obligations under this subsection 8(d) are not limited to 
third-party claims but sha ll also apply to claims by the Covered Entity against the 
Business Associate. 

e. Amendment. The Covered Entity may amend the BAA from time to time by posting an 
updated version of the BAA on the applicable Agency' s webs ite and providing the Business 
Associate electronic notice of the amended BAA. The Business Associate sha ll be deemed 
to have accepted the amendment unless the Business Associate notifies the Covered Entity 
of its non-acceptance in accordance with the Notice provisions of the Contract within 30 
days of the Covered Entity's notice referenced herein . Any agreed alteration of the then 
current Covered Entity BAA shall have no force or e ffect until the agreed alteration is 
reduced to a Contract amendment and signed by the Contractor, Agency Director, and the 
Agency Security and Privacy Officer. 

f. Survival. All obligations of the Agency and the Business Associate incurred or existing 
under this BAA as of the date of expiration or termination will survive the expiration or 
termination of this BAA. 

g. No Third Party Beneficiaries. There are no third party beneficiaries to this BAA between the 
parties. The Underly ing Agreement and this BAA are intended to only benefit the parties to 
the BAA. 
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h. Miscellaneous. 

1. Regulatory References. A reference in this BAA to a section in the HIP AA Rules 
means the section as it may be amended from time to time. 

11. Interpretation. Any ambiguity in this BAA shall be interpreted to pennit compliance 
with the HfPAA Rules. 

111. Applicable Law. Except to the extent preempted by federal law, this BAA shall be 
governed by and construed in accordance with the same internal laws as that of the 
Underlying Agreement. 
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Attachment A 

COVERED ENTITI ES AND CORRESPONDING INFORMATION 

Name of Covered Entity Information Security Data Breach Address Contact Information 
Incident Report form URL 

Iowa Department of Human httg://dhs.iowa.gov/sites/default/files/ 1900 Carpenter Ave, Priman: Contact: 
Services OHS Incident Rgt 470-5134.docx Des Moines, IA Name: Debra Covington 

503 14 Phone: (5 15) 28 1-7747 
Email : 
dcoving@dhs.state.ia.us 
Title: Information Security and 
Privacy Officer 
Iowa Department of Human 
Services 

Iowa Veterans Home httgs://ivh. iowa. gov/sites/default/files/ Iowa Veterans Priman: Contact: 
docurnents/2017 / l 2/data breech.docx Home Phone: (641) 844-6352 

130 I Summit St. E-mail: 
Marshalltown, IA gri vacy:officer@.i vh. state. ia. us 
50 158 
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---------- Forwarded message --------- 
From: Ellen Sigl <Ellen_Sigl@exchange.compaid.com> 
Date: Fri, Jun 1, 2018 at 10:10 AM 
Subject: RE: Attached letter 
To: Matt Behrens <matt.behrens@iowa.gov> 
Cc: Dawson, Luke [AG] <Luke.Dawson@ag.iowa.gov>, Jim Cooney 
<Jim_Cooney@exchange.compaid.com>, von Wolffradt, Robert [OCIO] 
<Robert.vonWolffradt@iowa.gov>, Bryan Dreiling <Bryan.Dreiling@iowa.gov> 
 

 
Matt, 
I’ve attached the signed signature page and I can easily have a full version – hard copy sent, if needed. 
  
Thank you, we are thrilled for the opportunity to continue our service to the State of Iowa. 
  
e. 
717-979-1351 

 




